Home Computer Security

(AKA Viruses, Spam and Spyware)

(Notes for a one-hour presentation - January 2008)

Introduction
In this one-hour presentation we will not be able to discuss in detail the "Who, How, What, Where, When and Why of the topic. We will go straight to some recommendations. These notes include links to websites that provide suitable protection software and sites that provide considerably more relevant information. 

Remember the perpetrators of malicious software (Malware) have an advantage. They create the malicious programs and them, some time later, the antivirus and antispyware ventors play catch-up and try to create an "antidote" There must always be a lag between the weapon and the counter-measure.  The best we can do is attempt to avoid being the "low-hanging fruit"

Objective
The following items are considered to be the minimum protection for a home user. You should:

1. Have a hardware or software firewall. Windows XP and Vista have a built-in firewall. You just have to make sure that it is turned ON. If you are "behind" a router this also provides firewall-like protection. You can also use a third-party software firewall/ (see the control panel)

2. Keep all your programs up-to-date. This includes your version of Windows, and all other Microsoft Office programs. (Other mainstream software should also be kept up-to-date). Microsft provides  updating services - Windows Update and Microsoft Update (see the control panel)

3. Use a free or paid-for antivirus program and keep the subscription/definitions up-to-date and make sure that it scans your computer regularly and scans your incoming email messages. (Or use a security suite)

4. Use a free or paid-for anti-spyware program and keep it's definition file up-to-date - if necessary by paying the subscription fee. Make sure that it does a regular scan of the computer. (Or use a security suite)

5. Be aware of scams and social engineering techniques that are used by malware perpetrators - the most common of these is the Phishing email. There are technical aids to avoiding Phishing sites and other booby-trapped websites. Some Internet Security suites include such protection. A free add-on to Firefox browser (McAfee Site Advisor) will also help you avoid malicious web sites.

Extra protection: 

1. Wherever possible, use an alternative to Internet Explorer, for example Firefox.

2. Use and on-line scan if your resident anti-whatever program fails to work

3. Avoid opening attachments if you don't know what's inside them.

Microsoft Security Site (Links to security-related pages)
Security At Home
http://www.microsoft.com/protect/default.mspx

Protect Your Computer

http://www.microsoft.com/protect/computer/default.mspx

Protect Yourself

http://www.microsoft.com/protect/yourself/default.mspx

Protect Your Family

http://www.microsoft.com/protect/family/default.mspx
Security Products and Services
http://www.microsoft.com/protect/products/computer/default.mspx
Compare Security-related Microsoft Products
http://www.microsoft.com/protect/products/computer/compare/antivirusandantispyware.mspx
********************

Security-Related Articles and links found on PC Magazine and PC World
PC Magazine 12-12-07 - Security Suites 2008 Review

http://www.pcmag.com/article2/0,2704,2231578,00.asp
PC World 12-01-07 All-in-One Security Suites - review

http://www.pcworld.com/article/id,140027/article.html
PC World 12-6-07 - Are You Wasting Your Money (on security suites)?

http://www.pcworld.com/article/id,140211/article.html
PC Magazine 5-30-07 - So You Think You've Got Spyware?

http://www.pcmag.com/article2/0,2704,2138042,00.asp
Panda NanoScan (free on-line scan - fast- Detects but does not remove)

http://www.nanoscan.com/
Panda TotalScan (free on-line scan - Detects and can remove)

http://www.nanoscan.com/as/index/
TrendMicro Housecall (free on-line scan Detects and removes)

http://housecall.trendmicro.com/
Spyware Warrior (Source of info on many aspects of spyware - including a list of "rogue" anti-spyware programs)

http://www.spywarewarrior.com/
Temerc Internet Counter-measures (Source of info on many aspects of spyware)

http://www.temerc.com/
Lock-down Internet Explorer (Bribe the "locksmith")

http://www.mvps.org/winhelp2002/restricted.htm#Why
********************

Listen to an expert on Cyber Crime (other links are given in the linked page)

James Lewis, director and senior fellow at the Center for Strategic and International Studies’ technology and public policy program, describes how cyber criminals operate. Hear Lewis on: 

Cyber Unit Pivotal in Solving Crime online and Off

http://www.npr.org/templates/story/story.php?storyId=17850966
