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Note:  This survey is intended for users of Microsoft Windows personal computers.  It does not address the



question of Anti-Virus protection for Apple computers (but I did encounter the website toptenreviews.com,



that has an article “Mac Antivirus Software – 8 products reviewed and compared,” for those interested.


This file is intended to be displayed in landscape mode, because of the width of the table below. 

Summary of this Survey:

The purpose of this survey is to rank the “Anti-Virus Software” available for 2011, from various vendors, by relative performance; and

thereby see to make a recommendation which products are likely to provide the most reliable protection for your computer. 

A Google search was used to locate reputable publications of test results, for lab tests conducted to compare the performance of these

Anti-Virus products, from mid-2010 to March 2011.  The Summary Table below shows the test results, with the product names in rank

order by performance scores.  Inclusion in the chart was limited to those publications that gave clear ranking among the products tested.  

There are Anti-Virus Programs available free of charge, as well as those that require a paid subscription, renewable annually.  Among
the free programs, Avast Free 5 and Avira AntiVir Personal 10 appear to be the top performers, essentially equal in performance to
Symantec's Norton AntiVirus 2011, which appears to be the top-ranked paid-subscription program. Webroot came out on top as result
of one review, but one opinion probably is not enough reason to choose it over Norton Anti-virus yet.

With the further consideration of some user feedback seen on CNET, the recommendation of this survey is that the most satisfactory

choice is likely Avira Antivir Personal 10 for a free program, or Symantec's Norton AntiVirus for a paid-subscription program. 

Before you decide between a free or paid-subscription program, it is suggested you read the Advantages & Disadvantages topic below.

User commentary can be found on CNET's website, http://download.cnet.com/windows/antivirus-software/?tag=rb_content;main
Between the top two free programs, Avast seems to be tarnished by the fact version 6 has just appeared.  Several users reported computer

crashes after installing Avast Free 6 (two on Windows 7). The user interface and features have changed slightly from Version 5.  There is

a new feature, WebRep, that may be giving false alarms.  (There isn't this negative feedback for Avast Free 5; if you want to try it, Avast

Free 5 is still available for download from the filehippo.com archive.)

Considerations

What is meant by “Anti-Virus Software”?  It is software you can install on your computer, that provides real-time monitoring of

   1) your computer's communications with the internet (including file transfers), and

   2) processes running on your computer, 

to detect and block attack(s) by outside sources of software, or files that can do harm to your computer's ability to operate correctly.  Nearly

all “Anti-Virus” programs have been expanded in recent years to detect, block, and remove malicious software or files in general.  This even includes checking the “Cookies” that are placed on your machine when you visit websites.  Anti-virus programs also can run a scan, automatically, or on demand, of the active memory, and every file, in every storage device on your computer, to detect and remove potentially bad-actors.  There are beginning to be anti-Virus programs that may reside remotely from your computer (“in the Cloud” software), that

provide similar protection functionality.  One example is Panda Cloud, that has come to market recently. 

Because of the expanded capabilities over what it used to do, Anti-Virus software is now often called Anti-Malware.

Free vs. Paid-subscription versions – Which to Choose?   and  What levels of capability are there?

Four basic levels: 1) free, 2) pre-paid antivirus, 3) suites, and 4) "premium" suites. What do you get (usually)?

1)  Free:  Anti-virus and Anti-malware detection.  (some may provide automatic scan, and a couple do automatic updates)

2)  Pre-paid Anti-virus only:  Anti-virus and Anti-malware detection, automatic scan, and automatic signature updates.

3)  Suites are usually called “Internet Security,” and include more features, such as root-kit detection, anti-spam, and maybe a firewall.

4)  Premium Suites add still more, such as identity theft protection, parental controls, and system performance tools..

Advantages for Free AV Software:  (besides being free)

1) Slightly faster pc startup time (on average) than the paid products (by up to 10%)

2) Flexibility to choose your own additional security utilities

3) No subscription to lapse suddenly

4) No Registration Product Key to keep track of in case you need to re-install the software

Disadvantages for Free AV Software:

1) Usually does not include any additional protection tools, listed above for premium suites.

 
(some paid programs provide a firewall; where so, it is likely better than Windows XP's or Vista's firewall.)

2) Usually does not have "behavioral detection" to find malware, as do the pre-paid products.

3) Weak technical support; most provide only a website knowledge base or forum where users can go for help.


exception: Avast offers email-response help.

4) May bug you with advertising for its paid versions.

5) Updates for detection signatures & program must be done manually. (exceptions – AVG and MS Security Essentials do 

update automatically.)

6) Effectiveness probably wanes unless you remember to update detection signatures.

7) May be slightly less effective (on average) against malware, although more programs now use same engine for paid
 and free versions.
Caveats when comparing products:
Some products are better than others at the separate tasks of malware detection, blocking, and removal.  For example, one product that is not included in this survey at all is Malware Bytes' AntiMalware.  This is a highly-respected product for detection and removal of malware from an infected system, but has no provision at all to do real-time detection and blocking of an attack.  Products that are summarized here provide full capabilities, but may be better at one task than another.  To find out, one must read the full product review, because an overall performance ranking by a test house includes some subjective judgment how each capability was weighted in importance at the time of testing.  There is also the question how difficult was the suite of challenges that were posed to each product during test.  Testing anti-malware software is a complicated task because of the number of variants of malware that are out there, as itemized next:

What does Anti-Virus Software Contend With from the Internet?

Detect and Block: viruses and malware, worms, Trojan Horses, backdoor or hidden malware, socially-engineered malware,

and rootkits.  (Bot-nets are not addressed by anti-virus software).

Remove: any of the above.

How does it do it?  Detection by Signatures, or Heuristic (behavioral) Detection:  Signatures are particular patterns of bits that

are likely contained in a virus or malware.  Heuristic detection tries to identify bad-actors at a higher-level of software structure.

Notes on the Construction of the Summary Table (below)

Each of the five columns below gives the ranked results from one published test suite, from a print magazine, online magazine, or independent test house.  In the case of PC World (column 3), there are articles by two dates, the March 2011 print magazine, and an online Webzine article 11/29/2010.  The cell data is from March 2011, unless 11/29/10 is indicated.  There were slight differences between the two reports.)  In the References below the table, there is a web URL for each column to the source article for that column.  Go there to see the detailed test write-up for the product you are interested in.  

PC World and PCMag (column 4) both use a Stars rating system, 5-stars being a perfect rating.

AV-Comparatives (column 5) has three ratings, Advanced+ (ADV+) highest, Advanced (ADV), and Standard.  (all the programs in this table scored at least ADV with them.)

Consumersearch.com (column 6) has a nicely organized website, but ranks the programs tested only for #1 free and #1 paid program.

Read the magazine articles by links there, to see comments about the others for a sense of relative performance. 

The order of the rows is my perceived performance ranking, from top to bottom. Ranking the free among the paid programs is my

judgment, because the reporting articles did not rank free and paid-subscription programs clearly against each other.

1) There were separate articles, or, for example, PCMag tested only paid-subscription programs.

2) The only article that came close was Consumer Reports (column 7), in June 2010, that grouped the free and paid programs separately,

but gave an overall score number to each program by which one can interleave the results.

Most of these articles are recent enough they were testing the 2011 versions of the programs called “Anti-Virus.”  If not, I have indicated the product year, and “I'net Sec.” or such to indicate it was the Suite product, not merely Anti-Virus, that was tested. 

Abbreviations in the cells in the table:

#1f  means “number 1 (highest) rank” among the free programs.

#1p means “number 1 (highest) rank” among the paid programs.

Because there isn't much test data about Microsoft Security Essentials, there's another test report given in the references links after the table. 

Summary Table of Rankings from Anti-Virus Performance-Testing

	Publication:
	PC World Anti-Virus tests, March 2011
	PC Magazine

January 2011
	AV-Comparatives

Aug-Nov 2010
	ConsumerSearch.com
	Consumer Reports, 6/2010

	              Lab doing Tests: (
	av-test.org, Germany

(rank 5*>>1*)
	does its own testing

(rank 5*>>1*)
	AV-Comparatives

rankings:

ADV+>ADV>STD
	
	Int'l Consumer Research & Testing

	Anti-virus Product:
	Free, or Paid ($)
	
	
	
	
	

	Webroot AntiVirus with Spysweeper 2011
	$
	 _
	Score: 4.5*

newly editors' choice
	 _
	
	 _

	Avast Free AV 5
	Free
	#1f, 4.5* (11/29/10)
	 --
	 --
	#1f 
	Avast Home 4.8

#4f, Score = 48

	AdAware Pro Internet Security 9.0
	$
	 _
	Score: 4.5*
	 _
	
	 _

	Symantec, Norton Anti-Virus 2011, P
	$
	#1p, 4.5*

4.5* (11/29/10)
	Score: 4.5*

was ed. choice
	I'net Sec. 2011

ADV+
	#1p 
	I'net Sec. 2010 #1p, Score = 67

	Avira AntiVir P 10
	Free
	#2f, 4*
	 _
	Prem. Sec. Suite

ADV+
	
	Pers. Free ver 9

#1f, Score = 65

	Bit Defender AV Pro 2011
	$
	#2p, 4.5*

4.5* (11/29/10)
	Score: 3.5*
	I'net Sec. 2011 

ADV
	
	I'net Sec. 2010

#2p, Score = 65

	Kaspersky Lab AntiVirus 2011
	$
	#4, 4.5*

#5p, 4* (11/29/10)
	Score: 3.5*
	I'net Sec. 2010

ADV+
	
	I'net Sec. 2010 #3p, Score = 64

	Microsoft Security Essentials 1.0
	Free
	 -

#3f, 4* (11/29/10)
	 _
	 _
	
	#2f, Score = 54

	Gdata AV 2011
	$
	#3p, 4.5*

#4p, 4* (11/29/10)
	Score: 2.5*
	I'net Sec. 2011

ADV
	
	#4p, Score = 58

	Trend Micro Titanium AV+ 2011
	$
	#5p, 4*

(not in top 5, 11/10)
	Score: 2*
	Titanium I'net Sec 2011, ADV
	
	 _

	Avast Pro AV 5


	$
	#6p, 4*

#3p, 4* (11/29/10)
	(awaiting new v)
	I.S. 5.0, ADV
	(see free version above)
	 _

	Panda Cloud AV 1.0
	Free
	#4f, 3.5*
	awaiting v 1.3
	 -
	alternate choice
	 -

	Panda AV Pro 2011
	$
	#7p, 4*
	Score: 3.5*
	I.S.2011, ADV
	
	 -

	
	
	
	
	
	(continued, next page)

	PC Tools Spyware Doctor
	
	 _
	Score: 4.0* but

may be difficult to install.
	Internet Security 2011,  ADV
	 _
	 _

	Comodo I'net Sec. Premium 5.0
	Free
	#5f, 3.5*
	
	
	
	I.S. Free 2010

Score = 39

	McAfee
	
	 _
	Score: 3.5*

good defense; less effective cleanup
	
	
	#8p, Score = 49


References  (test labs' and publications' websites)

Column 3: http://www.pcworld.com/article/210589/free_vs_fee_free_and_paid_antivirus_programs_compared.html,

an online magazine article comparing free and pre-paid AV software, giving summary, and with direct links to detail of

results (ranking and succinct commentary, plus full review by link):

http://www.pcworld.com/reviews/collection/5928/2011_free_av.html   (what look like spaces are underscores)

http://www.pcworld.com/reviews/collection/5927/2011_paid_av.html 

Testing was performed by www.AV-Test.org, GMBH - Magdeburg, Germany.

Column 4: http://www.pcmag.com/article2/0,2817,2372369,00.asp?obref=obinsite: Jan. 13, 2011: article & 2 pop-up charts for Free & Paid choices.  See associated article how PC Magazine does its malware tests:

http://www.pcmag.com/article2/0,2817,2350316,00.asp#disqus_thread:

The accompanying TestsiteViews.pdf file has screenshots of Malware Blocking results and Malware Removal results, that is a good example how anti-Virus software is often better at some tasks than others. 

Column 5:  http://www.av-comparatives.org/:  An independent, non-profit lab in Austria, in conjunction with the University of Innsbruck,


 Austria.  A screenshot of test results is in the accompanying TestsiteViews.pdf file.

Column 6:  http://www.consumersearch.com/antivirus-software/reviews:   summarizes articles it found by search, and summarizes picks – the

 additional sites below are cited there (in addition to av-comparatives.org)


a) www.virusbtn.com:  Virus Bulletin, issues certification for satisfactory performance level, esp. no false positives.


b) www.westcoastlabs.org/about:  Irvine, CA, issues checkmark certifications for malware detection.  most recent report 2007?

Column 7:  http://www.consumerreports.org, and email no. 1288 in Lexington Computer Group Yahoo website.

Row 10: For Microsoft Security Essentials 1.0, a test report by PC Security Labs is given at 

http://www.pcsecuritylabs.net/document/report/MSE_2010_TESTCN.zip.  This is a 10.6 Megabyte compressed file (.zip) that you have to download and save first.  MS Windows can unzip it when you open the file, PCsecLabsMSE2010TESTEN.zip.  You need Adobe Acrobat Reader to open it.  The de-compressed file is a huge 200 MB .pdf file!

The PCSL Total Protection Test Report July 2010 (from the same homepage) doesn't identify what version of each company's product
was tested. 

Other websites with test reviews

NSS Labs, Carlsbad, CA;  Lab Test of Consumer Anti-Virus Software, 

http://www.nsslabs.com/assets/noreg-reports/NSS%20Labs%20Consumer%20Antimalware%20Group%20Test%20Q3%202010.pdf 

The rankings of the products tested vary greatly between from Exploit Test results to Malware Blocking Test results.

(see the differences in the screenshots stored in the accompanying TestsiteViews.pdf file)

http://download.cnet.com/windows/antivirus-software/?tag=rb_content;main:  a service of CNET, relies on independent lab reports, but


editors add info on usability including installation and features, tech support, etc

www.AntivirusWare.com:  lists top ten with links to test reviews, plus useability, install time, and system drain checked hands-on by
"computer professionals" (qualifications not given)  Norton AV = #1

www.icsalabs.com – but its consumer anti-virus testing isn't very recent. 

TopTenReviews: (http://anti-virus-software-review.toptenreviews.com) refers to independent test opinions, but no quantitative data
 is given - looks like a subjective summary.

footnotes:

1) Kaspersky AV has been moved up two rows in the table since presentation at the Computer Group meeting 3/16/11.

2) Avast Free 6 is the current version, but has some complaints recorded on download.com (CNET) – slow scanning, and WebRep feature is not reliable (reports some good websites as bad.  A couple of user reviews on Consumersearch.com said it froze up their Windows 7 system on installation.  Avast Free 5 was better.

3) Acknowledgement:  A thank-you to Paul, principal of ComputerHomeHelp.com (and technical advisor to the Lexington Computer Group),

for his assistance finding some of the quantitative material for this report.  

A tongue-in-cheek ending comment, but possibly with some truth to it – in post-meeting discussion, a group member commented he has

a friend who recommends using a less-well-known anti-virus program, because the most widely-used anti-virus programs are likely the

most targeted by hackers to try to disable it in your p.c.!

