An Updated Survey of Anti-Virus Software – from Published Test Results

compiled by Gary Patrick

Lexington, Massachusetts Senior Center Computer & Technology Club

March 7, 2012 – (visual aids amended April 3, 2012)


Note:  As last year, this survey is intended for users of Microsoft Windows personal computers. It does not address



the question of Anti-Virus protection for Apple computers.  (But for starters, I would refer you to



 www.consumersearch.com for an article on Anti-Virus software for Apple Mac computers)


Note:  It's recommended that you set the page display format in MS Word to “landscape” mode, which has been



used here to produce sufficient width for the data tables that follow.

Table of Contents:

This review of anti-Virus software consists of three files:

1) 2012_Antivirus_Survey.doc, (this file):  Information for selecting Anti-virus software, and reference material (based upon

performance test results, commentary by professional reviewers, and commentary from consumer-users).

2) Antivirus_Test_Charts.pdf:  Views of Web pages reporting test results – 7 “slides” that are screen-shots of Web pages;

3) PC_World_Chart.pdf:  A table of test results on Internet Security Suite products reported by PC World Magazine, March 2012.


This chart is too large a file at the needed resolution to be incorporated in the other .pdf file. 

It is suggested that you open the first two files and be able to look at them alternately, or together.  Begin with the .doc file and refer to screen-shots in the .pdf file. 
Contents of  Antivirus_Test_Charts.pdf,  Views of relevant Web Pages


Slide 1: Title page  (and key to column labels in the Consumer Reports page that follows)


Slide 2: Consumer Reports Online Summary of Test Results on 2012 anti-Virus and Internet Security Software.


Slide 3: PCMag.com online 2012 Lab [Test] Results Chart, with my additions of other test rankings


Slide 4: PCMag.com online 2012 Malware Blocking [test results] Chart


Slide 5: PCMag.com online 2012 Malware Removal [test results] Chart


Slide 6: Summary of Resource Usage by Each of Six Free Anti-Virus Programs  (from web article by Fred Langa)


Slide 7: Summary chart from www.av-comparatives.org, “Overview of [performance] levels reached during 2011” 



  (from a full report Dec. 2012).


Slide 8: example of Virus Bulletin tests – Windows platform coverage and test results  (www.virusbtn.com)
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Resources used in preparing this Summary Report:  (and guide to the Antivirus_Test_Charts.pdf slides)

1) Consumer Reports Online, current report on Anti-Virus Software.  This is accessible at Cary Library, by asking the


      Reference Desk to grant you access to the library's online subscription.  Slide #2 (after the title slide in


      Antivirus_Test_Charts.pdf) is a view of the Consumer Reports summary chart of its testing of 2012 products,


      four free, and fourteen paid programs.  This is more up-to-date than the most recent print-issue article in June 2011. 

2) PC World Magazine, March 2012, also available online at www.pcworld.com (although the summary chart in the print magazine, and to be included as a separate file, PC_World_Chart.pdf, doesn't appear to be available online).

3) www.PCmag.com:  article by Neil J. Rubenking, The Best Anti-Virus Software for 2012, January 12, 2012.

Slides #3 through #5 (in Antivirus_Test_Charts.pdf) present his summary table, and tables of test ranking for Malware Blocking, and for Malware Removal.  I have appended more columns to his summary table, so as to include the test 

rankings from Consumer Reports, PC World, and also make visible on one page the Malware Blocking and Removal

rankings from the PCmag tests. My added commentary also explains the difference between Static and Dynamic Testing. 

4) www.windowssecrets.com/topstory/:  article by Fred Langa, “Is your free Anti-Virus tool a Resource Pig?”  He describes

his testing and gives results for Avast Free, Avira Free, AVG Free, Comodo, ClamWin, and Microsoft Security Essentials,

for comparative startup and shutdown times, and RAM and Hard Disk footprint.  Note – in his comparison table, he takes MSE as the baseline for RAM and Disk Footprint, and gives incremental numbers for the others.  Slide #6 shows this

summary table.  Conclusion: Avira Free poses the heaviest operating burden, the others are lighter and very similar.

Unfortunately, he doesn't measure AV scanning times.  Refer to Consumer Reports results for that.

5) www.av-comparatives.org:  Anti-Virus Comparative – Summary Report 2011 – December 2011, a long PDF document.

Slide #7 is the Overview chart of testing done in 2011.  The most recent tests, November 2011, and Whole 

Product Dynamic Tests (August-November 2011) were done on Internet Security 2012 products. 

6) www.virusbtn.com/vb100/index:  The Virus Bulletin VB100 award is a certification of products which meet the basic

standards required to be recognized as legitimate and properly-functioning anti-malware solutions.

a)  prove it can detect 100% of malware samples listed as 'In the Wild' by the Wildlist Organization, and

b)  generate no false positives when scanning an extensive test set of clean samples. 

All this must be done with default, out-of-the-box settings in the VB lab environment. 

Slide #8 shows a Virus Bulletin page that indicates which versions of Windows were used as test-beds, and the pass/fail results
on those platforms.

7) www.consumersearch.com, gives an editor's opinion of each anti-virus program and a concise summary of test results by other organizations (including AV-comparatives, AV-test.org, VirusBulletin, and others),.for their choice of 

AVG Free, Avast Free 6, Kasperski AntiVirus 2012, Webroot SecureAnywhere 2012, and Norton Internet Security 2012.

(a separate page is available for each of these), and they are quite readable.


      Consumersearch seems to draw on a very wide range of additional sources, including PCMag.com, and MaximumPC.com, 

      Amazon.com, Download.com, Antivirusware.com, (both of which refer to results from the test houses), Walmart.com, 


     TopTenReviews.com, and refers to certification from West Coast Labs, if applicable.  Consider these if you are looking


     for additional user input. 

8) www.Cnet.com is another good source of professional and user opinions.  CNet's own test reviews (Editor's review)

 
     includes a table of boot-up time, scan-time, shut-down time, and impact on MS Office


General Observations:

1) The free anti-Virus programs all try to extract some benefit from you for using their software

· by presenting you with advertising, or 

· by trying to persuade you to purchase an enhanced version of their program.

2) I believe all four of the free programs evaluated by Consumer Reports now include automatic updating of the malware

detection signatures. (Avast, AVG, Avira, and Microsoft Security Essentials).
3) PCWorld tested only paid programs for its March 2012 report, as has AV-Comparatives.org (with the sole

exception that AV-Comparatives included Microsoft Security Essentials 2.1, a free program. 

PC Mag.com and Consumer Reports tested a mix of free and paid programs.


Recommendations:


Which anti-Virus or Internet Security Suite should you choose?   The answer likely depends upon:


Degree of your desire for set-it-and-forget-it operation, vs. willingness for some active involvement (updating definitions,


or needing to respond to warning messages occasionally).   A program that is rated highly for few false positives should,


in theory, present fewer warning messages.


How agile is your computer?   processor speed?   Do you have ample random-access memory (RAM)?



2 GigaHertz or higher processor clock rate is considered fast enough for Windows XP, Vista, or Windows 7.



2 Gigabytes or more for Windows XP, or 3 Gigabytes or more for Vista or Windows 7 is considered ample.


Want a free program vs. willingness to pay $40 to $80 per year for it?  Among the paid programs, however:



a) An Anti-Virus program alone comes in at the lower end, vs. the more expensive Internet Security offerings.  



If you don't need  website-safety checking, or parental controls, or a substitute firewall (see below), Anti-Virus alone



is likely fine for you.  The spam filter component of an Internet Security program can be added separately.



b) Stores (and online stores) offer occasional special deals and discounts, if you keep watch.


Do you need an Anti-virus program to check the integrity of your computer at installation?  By lab tests most of these programs 
differ in their ability to do malware removal vs. blocking future attacks.  Few give top performance at both tasks. 



If you have a virus-clear machine, favor a program that tests most highly on malware blocking and dynamic tests.  But,



If your p.c. may have malware (as evidenced by slowness, or suspicious behavior (such as taking you to websites



other than your selections), choose a program that tests highly on malware detection and removal.



OR, if you are comfortable investigating and possibly changing the start-up sequence of your machine, and making a



special start-up CD-ROM or USB Memory Stick, then download, save, and use Microsoft's Windows Defender Offline



tool to check and disinfect your machine outside of the normal Windows operating system.  (When in its Beta release



to the public, this was known as Standalone System Sweeper). Once this is done, you may be pretty confident you 



have a virus-clear machine, and favor choosing anti-Virus software that excels at blocking and dynamic tests. 


Quality of built-in Help, or quality of support provided by telephone or email.  User reviews are the tell-tale here; refer to



the table near the end of this file.


Recommendations, continued:


My own takeaway, from the magazine articles and test reports summarized below, and in the accompanying slides is:


Best free anti-Virus programs:



AVG anti-Virus Free 2012.  PC Magazine Editor's Choice; good on both blocking and removal. Moderate load



on p.c. resources.  User commentary says the automatic updating may slow down your p.c., and it can't



be postponed at your will.



Microsoft Security Essentials.  May be a better choice than AVG or Avira if you have an older p.c.;



light load on pc resources, fast scanning, quick to provide protection against newly-discovered threats.



note: if you have an older p.c., Avira has notably longer startup time, and higher RAM usage.  But its Malware



Removal ranking by PCmag is near tops, and Malware Blocking is in the top third. 


Best paid anti-Virus (or Internet Security programs).  It's harder to identify clear winners here, because the 



test results and rankings given among Consumer Reports, PC World, PCMag.com, and AV-Comparatives



differ quite a bit.for many of the paid programs.  Most consistent seem to be:



Symantec Norton Anti-Virus (or Internet Security)   I am assuming the anti-malware engine in both is probably



the same. It's tops in PCmag's Malware Removal Test, and 4th place in Malware Blocking.  PC World ranks Norton



in 2nd place (after G Data) and confirms its near-perfect blocking of malware.  It has faster scanning than most.



Norton Internet Security 2012 is solidly ADV+ in AV-Comparatives tests.



Consumer Reports dropped its score from 61 in 2011 tests, to 55 this year, apparently due to a poor showing on 



“Updating,” a weak firewall, and not very informative help.



Just don't substitute Norton's firewall in place of your Windows firewall.



Kaspersky Anti-Virus (or Internet Security 2012)



Tops in test results by AV-Comparatives.org, (named Product of the Year, all ADV+), and near tops by AV-Test.org,



but only middling performance in PCMag's blocking and removal tests. 



Just don't substitute Kaspersky's firewall in place of your Windows firewall.



Expensive, at $80 per year, but renewal is $60 per year. 

(continued next page)


G Data Anti-Virus 2012 or Internet Security 2012 is a strong performer as measured by Consumer Reports 



and PC World, and in PCmag Blocking tests, but weaker on PCmag Removal tests, and not outstanding on AV-



Comparatives test results.  PC World comments it has a rough user interface. 



Bit Defender Internet Security 2012, and Webroot SecureAnywhere Antivirus 2012 are both totally revamped 




programs for 2012, so I hesitate to recommend them without a little more “shakeout” time. 



Avira Internet Security 2012:  very good test scores by CR and PCMag, but expensive at $90 per year, and



dinged for not very informative help.  Fred Langa's article indicates heavier than average resource 



loading for Avira Free, and probably also applies to Avira Internet Security.


Comments prompted by the Consumer Reports Test Summary:  (screen-shot slide)


1)  Definitions of the column headings used in the Consumer Reports Rating Chart:



Net threats:  How well the product protected against live exploits on websites.



Ease of Use:  Covers installation, changing settings, and interacting with the software.



Resources:  Use of memory and tendency to slow the computer operation during a scan.



Virus Scan:  Effectiveness scanning the PC for malware, both online and offline.



Scan Speed:  How fast the product can scan a large group of files for threads  (i.e. demand scan)



Updating:  How quickly the product is able to protect against new malware.



Performance (firewall):  How well the software stopped rogue connections to and from the Internet.



Overall score:  Important attributes that might affect your buying decision.  



Informative Help: clear, useful instructions on a particular setting or activity in the software.

2)  Many of the paid Internet Security programs include a firewall intended to substitute for the Windows firewall, but


     as can be seen in the ratings, these firewalls vary in tested performance.  The ones Consumer Reports rated “very good”  are in

· Avira Internet Security 2012

· G Data Internet Security 2012

· ESET Smart Security 5

The others may not be as good as the Windows 7 or Vista firewall, and among those, Norton Internet Security and Kaspersky
 Internet Security firewalls are poorer than average. 

3)  The “screen capture” slide of Consumer Reports ratings doesn't show Bullguard Internet Security 2012, or Trend Micro Titanium
     Security 2012, that were below F-Secure in the ratings.  Bullguard had a Overall Score of 54, with a weak firewall, and middling
     Virus Scan rating, although it tested near the top in PCMag blocking tests.   Trend Micro has an overall score of 52, poor on 
     Updating.  Trend Micro scored near the bottom of PCMag's tests too.

4) Consumer Reports indicates testing was done by its own National Testing and Research Center, whereas in 2011 it was AV Test.

Summarizing Findings on Anti-Virus and Internet Security Programs

	Anti-Virus Program Name, and Professional Evaluation
	User Reviews and Comments

5 Stars = top score

	Free Anti-Virus programs listed first, in alphabetical order:
	

	Avast Free Anti-Virus 2012.

CNet review advises use custom install option to omit WebRep and other add-ins. 

Consumer Reports test score = 57

(there is also an Avast Internet Security 2012, paid program, more costly than most at $90/year. It came in 6th in PCWorld ranking of paid programs.
	Consumer Reports – 4.8 Stars from 14 reviews; no unhappy users there. but CNet reviews cite:

· obnoxious support “evangelists”

· buggy program

· uses too many resources in Windows XP

· slow boot and can cause Win7 to hang

PCWorld online user reviews, average is 4 Stars:

· Avast boot scanner found a Trojan that got through MSE

· great free product, horrible pay version – hassles

· a voice announces automatic update occurring



	AVG Anti-Virus Free 2012:   PCMag, 4 Stars, Editors' Choice

scored well for malware blocking

highest or 2nd highest score of the free products for malware cleanup

Consumer Reports test score = 58


	Consumer Reports, 0 reviews on 2012 product, but 2 for 2011 ver.

· great product, found malware files that Avast didn't.

· hijacked my search toolbar for its own, filled with ads.

PCWorld – no reviews posted

Newegg users' opinion is for a paid version for 3 PCs – thought to be better than MSE at finding viruses, but annoyed at pop-ups to buy add-on enhancements. 

	Avira Free Anti-Virus 2012:    PCMag, 4 Stars

removal of rootkits in test missed some samples, and didn't remove some completely.

Consumer Reports test score = 62  (66 was highest, for Avira I.S.)


	Consumer Reports, 0 reviews

PCWorld user reviews, average is 3 Stars (on AntiVir 9.0)

· pop-ups and self-promotional stuff annoying



	Microsoft Security Essentials:

Windows Secrets Newsletter article 2/16/2012, testing resource load

compared to the other commonly available free anti-Virus programs:

· MSE effect on startup and shutdown is as fast as any.

· memory and disk space use is close to best of the others

Consumer Reports test score = 56
	Consumer Reports, 3.5 Stars from 14 reviews: some pro and con mentioned

· MSE cleaned out a virus infection that Avast and AVG didn't.

· Kept getting Microsoft updates for software I didn't have, that bogged down startup; Geek Squad recommended removing MSE.

· believe that Avast gives better protection on Outlook and Outlook Express emails 



	Panda Cloud Anti-Virus 1.5 Free Edition:    PCMag, 3.5 Stars.

· doesn't have 2012 in its name but is contemporary; 

· highest detection rate in PCMag removal test , but incomplete cleanup lowered its score.
	Newegg.com:  3 happy users of the upscale Panda Security Global Protection – 4.6 stars; sleek user interface, low resource usage.

	The programs below this point have purchase and annual renewal fees:
	

	Avira Internet Security 2012   

· Consumer Reports' top ranking product, score = 66

ADV+ or ADV in all AV-Comparatives tests, ranks #4


	Consumer Reports, 0 reviews

	Bit Defender Anti-Virus Plus 2012   PCMag – 3.5 Stars:

Bit Defender Internet Security 2012 - Consumer Reports

PC World Comments:

· overhauled its entire product line this year 

· friendly interface for novices and advanced users as well.

· slowed startup time of the pc more than other products tested

ADV+ or ADV in all AV-Comparatives tests, ranks #3


	Consumer Reports, a lot of review about the 2011 version,

but probably not relevant because of the totally new 2012

products, except 

· foreign exchange fee (~$3) to purchase by credit card because the company is in the Netherlands.

· foreign agent tech. support. (but Newegg user praises them)

Newegg.com reviews

· MS Outlook user says spam filter must be taught manually

· installation a slow process over internet.

	ESET NOD32  Anti-Virus 5    PCMag – 3 Stars:

· decent malware cleanup, but

· not very effective blocking new malware, especially rootkits

ESET Smart Security 5, Consumer Reports test score = 63


	Newegg.com, just one review – NOD32 5 not as easy to use as v.4. but works great without using much RAM.

	F-Secure Anti-Virus 2012    PCMag - 

F-Secure Internet Security 2012 – PC World,  4 Stars

· capable but may slow down your pc at times

Solidly ADV+ in AV-Comparatives tests but removal is so-so (STD)


	

	G Data  Anti-Virus 2012     PCMag   3.5 Stars:  

· highest detection rate in malware blocking of all tested, and

· second highest blocking score overall

· removal just average

· rough user interface, slow scans  (PC World)

G Data Internet Security 2012

· Consumer Reports' second highest ranking product, score 65


	Consumer Reports, 0 reviews

	Kaspersky AntiVirus 2012      PCMag   3.5 Stars:  

· rave reviews from some independent labs, but

· scored relatively poorly in PCMag tests

· needed help from tech support to clean up one threat.

Kaspersky Internet Security: Consumer Reports test score = 63 

· firewall tests poorer than average

  Product of the Year Winner by AV-Comparatives Testing, all ADV+


	Consumer Reports, 0 reviews

Newegg.com, just 2 users' comments but both 5-stars; (one says it found malware already present and fixed it, improving PC operation).

	Norton Anti-Virus 2012 (by Symantec)   PCMag – Editors' Choice

for standalone anti-Virus protection;     4.5 Stars.

· good ratings by labs, and scored well in PCMag tests.

· exploit protection better than by suites from other vendors.

· PCMag top score for malware removal test

Norton (Symantec) Internet Security 2012

· Consumer reports test score = 55, slowest on updating

· firewall tests poorer than average

· but solidly ADV+ in all recent AV-Comparatives tests, #2


	Consumer Reports, 0 reviews

NewEgg.com user reviews, average 3 Stars:

· very invasive software, difficult to uninstall.

· difficult to transfer license from existing pc to a new pc

· higher running burden than Norton Anti-Virus 2010.

	Trend Micro Titanium Anti-Virus Plus 2012   PCMag – 2.5 Stars:

· detected well in blocking test, but

· didn't thoroughly block some of the threats detected


	Newegg:  just 2 users' comments – 3.5 stars average.

· found 2 threats MSE didn't 

· great parental controls for allowed sites and online time

· Trend Micro charges for technical phone help.



	Webroot SecureAnywhere Antivirus   PCMag  also Editors' Choice

· totally new product for 2012                   4.5 Stars

· perfect score for malware blocking, 

· BUT gave many false positive warnings in PCWorld tests.

· second only to Norton for malware removal  (PCMag)

· uses cloud computing almost exclusively (PC World eval.)


	Newegg: 3 users' comments:  low operating overhead and fast scans; one user complains it quarantined a lot of perfectly good system files, and missed an infection that Kaspersky cleaned up mmediately.

	GFI Vipre Anti-Virus 2012
	Newegg; 2 happy users = 5 stars; doesn't slow down web access, low  use of resources, but scanning as large as a 1 TB drive takes a while.

	McAfee Internet Security 2012
	Newegg: only one user's comments – got a lethal virus within 10 days of installation; McAfee offers virus removal for $89.


Some Measures of Internet Security Software Products within Lexington Computer Club, and from reviews on www.CNet.com

	Poll result of approximately  15 meeting attendees 3/07/2012:  Number of users in Lexington Computer Club of any of the Company’s Products  
	Number of downloads per week from CNet:
(3/12/12)
	total # of downloads from CNet of 2012 prod.
	CNet editors’ rating, 1 to 5 stars
	CNet user rating, & # of votes/reviews
	Noteworthy CNet users’ comments

	Company &  Product Name
	
	
	
	
	
	

	Avast  Internet Security 2012
	0
	4922
	1,269,740
	4.5
	4.5 / 14 votes
	rude tech. support, otherwise 5* ratings

	AVG Anti-virus Free 2012
	2
	
	981,711
	
	3.8 / 94
	spontaneous updating slows computer, and can’t be postponed.  two reports of getting a virus infection (NewEgg reviews)

	Avira Free AntiVirus 2012
	1
	
	423,269
	4.0
	4.0 / 16
	annoying upgrade-offer pop-up

	Avira Internet Security 2012
	
	2371
	947,864
	-
	4.1 / 12
	two users report crashes in Windows 7

	BitDefender Internet Security 2012
	
	874
	125,107
	4.5
	2.0 / 14
	trouble on a Win Vista pc, or on older pc hardware.

	Bullguard
	
	131
	249,277
	-
	3.5 / 1
	only 1 review on 2012 version, 5 stars; user interface not great, but great support.

	ESET Smart Security 5
	2
	3425
	554,375
	4
	4.0 / 3
	let viruses through on Win XP machine

	F-secure
	
	159
	317,581
	4
	3.0 / 1
	only 1 review on  2012 version, 5 stars

	Kaspersky Internet Security 2012
	
	4175
	3,476,504
	4.5
	3.5 / 24
	poor attitude of tech. support, and many complaints about slow scans & slowing pc.

	MalwareBytes
	11
	
	467,046
	
	
	

	McAfee Internet Security 2012
	3
	1079
	2,205,407
	-
	3.0 / 3
	have to use just one email address for all 3 registrations, difficult to change it; can’t get to talk to a real person for support.

	Microsoft Security Essentials
	8
	
	
	
	
	

	Norton Internet Security 2012
	7
	9255
	2,060,243
	5
	3.9 / 37
	mostly 5* happy; complaints- won’t uninstall

	Outpost (Agnitum)
	
	3028
	314,557
	-
	4.3 / 13
	mostly very happy users, but firewall weak

	Panda
	
	321
	1,471,436
	-
	2.0 / 3
	non-existent support, can’t uninstall

	PC Tools
	1
	
	
	
	
	

	Trend Micro
	1
	1198
	708,845
	4
	3.0 / 3
	false positive alarms, slow scanning

	Vipre 
	
	3999
	263,063
	-(a 2008 review)
	2.0 / 18
	11 1-star ratings of 18, assorted problems

	Webroot SecureAnywhere Complete 2012
	
	2004
	31,629
	4.5
	3.5 / 24
	some users had crashes; false positive alarms; difficult to uninstall, but good tech. support

	Zone Alarm
	1
	
	
	
	
	


(end of report)
