Windows 10 Updating and

Windows 10 Maintenance
By Bob Primak, for the Lexington
Science and Technology Interest Group

Wednesday, February 13, 2019

General Plan:
1) Things to do BEFORE anything gets changed:

a) SCAN EVERYTHING with at least two antivirus and
antimalware scanning engines. How exactly you choose which
engines to use, and in what form (online scans, stand alone scanners,
active antivirus/antimalware scanners) is a personal choice.

(Note: many tech writers discourage the use of any third party
ACTIVE antivirus or firewall which disables the ACTIVE elements
of Windows Defender.)

Full scans of the file system and attached data drives take a long
time. But I do run full scans with several products after my version
of Patch Tuesday, after updating all my third party software,
checking my drivers and cleaning my system.

Virus scans run typically half an overnight.
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Eyes Above The Waves

Robert O'Callahan. Christian. Repatriate Kiwi. Hacker.
THURSDAY, 26 JANUARY 2017

Disable Your Antivirus Software (Except Microsoft's)

https://robert.ocallahan.org/2017/01/disable-your-antivirus-software-
except.html

(A former Mozilla Firefox developer assesses the value of third party
antivirus products.)

Comparisons of these sorts of products were presented earlier this
year by Gary Patrick. Visit the Lexington Technology Group Yahoo
Groups documents page to download a copy of his presentation. This
document may also be available elsewhere. Ask group members
about this.

Web References:
Microsoft Windows Defender Security Center

https://www.pcmag.com/article2/0,2817,1926596,00.asp

Microsoft Windows Defender: Finally Good Enough

https://www.tomsguide.com/us/windows-defender,review-2209.html

Malwarebytes Free
https://www.malwarebytes.com/mwb-download/
Antivirus versus Anti Malware: Which One Should I Choose?

Why antivirus and antimalware can help users fight against cyber
attacks

https://heimdalsecurity.com/blog/antivirus-versus-anti-malware/


https://robert.ocallahan.org/2017/01/disable-your-antivirus-software-except.html
https://robert.ocallahan.org/2017/01/disable-your-antivirus-software-except.html
https://heimdalsecurity.com/blog/antivirus-versus-anti-malware/
https://www.malwarebytes.com/mwb-download/
https://www.tomsguide.com/us/windows-defender,review-2209.html
https://www.pcmag.com/article2/0,2817,1926596,00.asp

9 Malwarebytes Premium 3.0.6 EI

Malwarebytes | PREMIUM

Real-Time Protection

Web protection: On
/) Exploit protection: On
! Malware protection: On

Ransomware protection: On

Scan Status = & G @

) Last Scan: 3 hours ago

Aweso m EI ) Next scheduled scan: 2/12/17 3:14 AM
You're protected. :

Protection History
ltems scanned: 19,620
Scan detections: 0

Real-Time detections: 0

Malwarebytes Free

It’s not either/or. You should use at least one of each.
And here’s a bonus:

Anti-Adware product: AdwCleaner
https://www.malwarebytes.com/adwcleaner/


https://www.malwarebytes.com/adwcleaner/

AdwCleaner
Look for Adware and PUPs

Scan Now

) Last scan: O days ago

) Number of scans: 3

Total detections: &9

AdwCleaner current main interface

See also: https://support.malwarebytes.com/docs/DOC-1160

Purpose and usage:

https://www.bleepingcomputer.com/download/adwcleaner/

b) Back up Data — this should be happening all the time. Two
mechanical hard drives, external. Only one connected to the
computer at any one time, except when duplicating contents form
one to the other.


https://www.bleepingcomputer.com/download/adwcleaner/
https://support.malwarebytes.com/docs/DOC-1160

8 Home Backup

Find a setting Back up using File History
Back up your files to anather drive and restore them if the ariginals
are lost, damaged, or deleted
Lpdate & security

. Aol & drive
o Windows Update o

Maore optians
W Windows Defender o
Locking for an older backup?

If you created a backup using the Windows 7 Backup and Restore
taol, il stll wark in Windaws 10

T Backup

L2 Troubleshoot

(o to Backup and Restare (Windows T)

Windows 10 File History

Web References:

Back up and restore your files (File History)

https://support.microsoft.com/en-us/help/17143/windows-10-back-
up-your-files

I use simple copy and paste. I recommend two separate external
drives. That’s in case one fails.

c) Image the System — two critical times. Microsoft Patch Tuesday —
the weekend before. About the Third Weekend of a month, before
updating third party software and performing manual maintenance.

https://www.macrium.com/reflectfree

Also has excellent tutorials and a knowledge base including general
information about the types of image backups and their uses.


https://www.macrium.com/reflectfree
https://support.microsoft.com/en-us/help/17143/windows-10-back-up-your-files
https://support.microsoft.com/en-us/help/17143/windows-10-back-up-your-files

iew Backup Eestore COtherTasks  Help

5%9@9

Disk bmage  Restore  Log

4 Backup Tasks Creste s backup  Backup Definition Files  Scheduled Backups

Image selecied disks on the compuber {j Refrmid

Creste an image of the partition(s] required to
== ‘N(“MF v‘l.‘lregt':-'e wl’::a’hs e m CPT Dk 1 FTADTI-BATI4SH-A10C-F44 TAIL4TIEC] - TOSHIBA MQDIADDLO AXIPSE <¥IL51 OOix
b Cher Tasks B - WENRE_ DR I 1. SvSTEM D 5o A5 PSS (how) B 4- (Mesa] HHERL o T T fwoma] - [piora)) [homa] 14 - (réra)
[#]  WTFS Py FATILQBA] Pimas  FATIZ (LBA] Pvsar  Liformamad i, WTFS Pemiry 1ot Pty g - ot By ot Prreiey ]
o [ o . sy . A = P a ey
MR ) EEMD g ATlME ) I [ RME ) ATl [ B [y oaom Mm@ 7 moa
100 ug 0 v E wRNoE uREve = meance 14545 OB . 58508 e W6 GR T - 781 GE
File Sywtem: Empity Hetiong..

Free Speces #2EER

Total Size: - 392 KB F Clong this disk... E i At chisk,

Start Secton 631
End Secton 2047

Macrium Reflect Free Main Interface

https://www.easeus.com/backup-software/tb-free.html
https://www.backup-utility.com/

(Aomei BackUpper. This product is used in a WinPE environment
from boot media. This makes it unique among this group of
products.)

d) Back up Windows 10 Drivers. This isn’t as difficult as it may
seem. All you need is a copy of the Windows Driver Store
Repository:


https://www.backup-utility.com/
https://www.easeus.com/backup-software/tb-free.html

Windows 10 tip: Back up your third-party hardware drivers

https://www.zdnet.com/article/windows-10-tip-back-up-your-third-
party-hardware-drivers/

Tracking down drivers and control software for internal and external
hardware devices after a clean reinstall doesn't have to be a tedious
job. The secret is to back up the driver file repository that Windows
10 maintains. Here's where you'll find it.

(insert my own screenshot here. Nobody does this right online.)

Restore Drivers using a local folder in Windows 10 Device
Manager:


https://www.zdnet.com/article/windows-10-tip-back-up-your-third-party-hardware-drivers/
https://www.zdnet.com/article/windows-10-tip-back-up-your-third-party-hardware-drivers/
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How do you want to search for driver software?

—» Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

—» Browse my computer for driver software
Locate and install driver software manually.

Cancel




Browse for driver software on your computer

Search for driver software in this location:

D:EDrivers-Eackupl e Browse...

[] Include subfelders

—> Let me pick from a list of device drivers on my computer

This list will show installed driver software compatible with the device, and all driver
software in the same category as the device,

from: How to Backup and Restore Device Drivers in Windows 107

https://www.winhelponline.com/blog/drivers-backup-restore-

windows-10/

How to set up System Restore in Windows 10
It isn’t turned on by default.
Turn On System Restore in Windows 10

https://www.thewindowsclub.com/system-restore-disabled-turn-on-
system-restore-windows



https://www.thewindowsclub.com/system-restore-disabled-turn-on-system-restore-windows
https://www.thewindowsclub.com/system-restore-disabled-turn-on-system-restore-windows
https://www.winhelponline.com/blog/drivers-backup-restore-windows-10/
https://www.winhelponline.com/blog/drivers-backup-restore-windows-10/
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BOOKMARK Next meeting here.




2) Update Software

It is important to keep Windows, web browsers and third party
software up to date. Important security updates often occur. Even if
an update has no security components, out of date software is a
major cause of system instability.

Windows Update: Automatic for most folks in Windows 10.
Happens most likely on the Second Tuesday of the month. Prepare
accordingly.

If you want to control Windows Update behavior, there are ways.
Most require paying for an upgrade to the Windows 10 Pro Edition.
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Last checked: Today, 7:29 AM
Update & Security
Check for updates

i £ Windows Update

¥ Windows Security
F Backup

Troubleshoot

® %

Recovery

Activation

Find my device

For developers

Windows Insider Program

L &8 = B ©®

Device encryption

How to manage Windows 10 updates to prevent them from ruining
your life

Buying or upgrading to Windows 10 Pro allows you more options to
manage Windows 10 updates on your terms.

https://www.pcworld.com/article/3311868/windows/how-to-manage-
windows-10-updates.html



https://www.pcworld.com/article/3311868/windows/how-to-manage-windows-10-updates.html
https://www.pcworld.com/article/3311868/windows/how-to-manage-windows-10-updates.html

<« Settings
@ Advanced options

Update Options

Give me updates for other Microsoft products when | update Windows.

@ on

Automatically download updates, even over metered data connections (charges may apply)
@ off

we'll show a reminder when we're going to restart. If you want to see more notifications about restarting, turn this on.

@ on

You can set a wireless connection to “metered” to help limit unwanted Windows updates.
Your router name will appear at the top.

L Settngs

¢ Your_Router

Connect automatically when in range

@ o

Network profile

(O Public

Your PC is hidden from other devices on the network and can’t be
used for printer and file sharing.

@ Private

For a network you trust, such as at home or work. Your PC is
discoverable and can be used for printer and file sharing if you set
it up.

Configure firewall and security settings

Metered connection

If you have a limited data plan and want more contral over data
usage, make this connection a metered network. Some apps might
work differently to reduce data usage when you're connected to
this network.

Set as metered connection
@ on

If you set a data limit, Windows will set the metered connection
setting for you to help you stay under your limit.
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Windows Security
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Recovery
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Windows Insider Program

Device encryption

Windows Update

You're up to date

Last checked: Today, 729 AM

Check for updates

Active hours

Set active hours to let us know when you typically use this device. We
won't automatically restart it during active howrs, and we won't restart
without checking if you're using it.

Start time

L8 | o | am |
End time (max 18 houwrs)

[ s [ w [ e |
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How to block the Windows 10 October 2018 Update, version 1809,
from installing

https://www.computerworld.com/article/3232632/microsoft-
windows/how-to-block-the-windows-10-october-2018-update-

version-1809-from-installing.html

Wushowhide: an “odd bird” from Microsoft

Hide updates

Updates are available. Select the updates that aren't working, Windows will not install
hidden updates. Run this troubleshocter again to show hidden updates so they install
autematically.

DMlcromftS;hrerflght (KBWEB'IJ?} ice—————————
[] Advanced Micro Devices - MEDIA - 11/30/2016 12:00:00 AM - 10.0.1.1

[] ASMedia Technology Inc - USB - 8/29/2016 12:00:00 AM - 1.16.38.1

[] Security Update for Microsoft Qutlook 2013 (KB4011078) 64-Bit Edition

[+] Feature update to Windows 10, version 1809

[] Definition Update for Windows Dﬁtﬂd&i‘- KB2267602 (Definition 1.249.456.0)

T

Combined with a metered connection and the Pro deferral settings,
these tools can keep a major Feature Update at bay for months. But
eventually you will want to apply all MS Updates except drivers,
Silverlight and certain other runtimes your PC may not need.


https://www.computerworld.com/article/3232632/microsoft-windows/how-to-block-the-windows-10-october-2018-update-version-1809-from-installing.html
https://www.computerworld.com/article/3232632/microsoft-windows/how-to-block-the-windows-10-october-2018-update-version-1809-from-installing.html
https://www.computerworld.com/article/3232632/microsoft-windows/how-to-block-the-windows-10-october-2018-update-version-1809-from-installing.html

This bears repeating: Drivers need attention only when:
1) something is not working

2) your manufacturer has been notified of a security issue with one
of their drivers.

Let me be clear — only update drivers from your whole computer’s
manufacturer — not individual components. And do not use third
party driver update utilities.

The one exception I know of is graphics cards. And of course
anything not physically inside your computer, or added inside and
not part of the original configuration.

But always go to the manufacturer’s site. (I have an Intel Driver and
Support Utility which automates this process.)

There may be third party or Microsoft runtimes on your computer.
Some items which are generally no longer used by anything include:

Java Runtimes

Microsoft Silverlight

for many users, .NET Framework
Adobe Flash Player (a few exceptions)

certain other Microsoft Windows runtimes don’t remove older
versions.



Removal of these items is usually a matter of going through
Programs and Features and removing items you are very sure you
won’t need. If you need something after all, it can usually be found
somewhere, even old versions, and installed.

To remove things like Java, more than the program’s uninstaller may
help prevent Windows and programs from experiencing difficulties
based on disconnected remnants. I use Geek Uninstaller (although
Revo Uninstaller is just fine) to fully remove the various tentacles
things like Java runtimes can leave behind throughout a Windows
system.

https://geekuninstaller.com/


https://geekuninstaller.com/

File Action Wiew Help

Prograrm Mame > Size Installed On ~
ﬁ T+ Taskbar Tweaker v3.3 315 MB Jun 28, 2017
T-Zip 16.04 (x64) 4,75 MB Jun 28, 2017
'E; AnyTol50 (32-bit) 21.7 MB Jun 28, 2017
@ BitTorrent 4.63 MB Jun 28, 2017
@ Brackets [32-hit) 124 MB Jun 28, 2017
{4 Classic Shell 1.67 MB Jun 28, 2017
@ Cryptic Disk 5.2.2 [32-bit) 12.2 MB Jun 28, 2017
g Dropbox [22-bit) 195 MB Jun 28, 2017
@ GitHub Jun 28, 2017
E‘ Google Chrome (22-bif) 367 MEB Jun 28, 2017
H HandBrake 1.0.1 (32-bit) 33.9 MB Jun 28, 2017
ﬁ- Macs Fan Control (52-bit) 19.5 MB Jun 28, 2017
Q Microsoft Visual C++ 2008 Redistnibuta... 132 MB Aprdl, 2015
Q’ Microsoft Visual C++ 2003 Redistributa... 10,1 ME Aprdl, 2015
‘I Mozilla Firefox 54.0 (x64 en-U5) 115 MB Jun 28, 2017
ﬁ Mozilla Maintenance Service (27-bit) 234 KB Jun 28, 2017
g Mozilla Thunderbird 45.4.0 (x86 en-US) (.. 23.5MEB Jun 28, 2017
E:'] Modejs 37.5MB Jun 28, 2017
(") OpenVPN 2.4.2-1601 6.42 MB Jun 28, 2017
28 Prarece Harker 2 30 (1200 AR RAR lom 28 2007 ¥
Type to find a program
27 programs of 1.41 GB size in total 7 Upgrade to PRO version

Geek Uninstaller interface

Third Party Software is difficult to keep track of. But there are a few
good and safe software update programs.

START HERE WEEK TWO Selectively go over the rest.



Ninite
https://ninite.com/
&

Installing Dropbox. ..

Hide details Write feedback

Application Status

Chrome Skipped {(up to date)
Skype 0K

Spatify oK

Cropbox Installing
LibreQffice Downloading
Malwarebytes Waiting to download



https://ninite.com/

SUMo Lite

https://www.kcsoftwares.com/?sumo

SUMo (Software Updates Monitor) v5.4.0.374

File Tools Options Help
T ")) SuMo - Software  [[lI=] Product ok Minor ﬁ Maijor @
“A Update Monitor = —ﬂ
L 42 2 g Buy SUMa PRO
D 2 (5 ==
e | Q| + | x| 9 @ =
Check Scan Add Femove Ignare Get Update Drrivers Update
Product Company Wergion Update
¥ 7-Zip (64 bits) lgor Pavlay 16.4.00 Update availlable [17.1.0.0]
¥ BlusStacks BlueStack Systems, Inc. 250538324 Update available [3.50.60.2528)
¥ Dropbox0EM 1.01.0 Update available [3.1.18.0]
¥ Firefox (64 bits) Muozilla Foundation RE.0.1 Update available [57.0.0.0]
&F Irtel Rapid Storage Technalogy Driver Iritel 12801018 Update available [15.8.1.1007]
&} iv16 PowerTaols M acecraft 5oftware 21.01200 Update available [4.1.0.1758]
&F Vhware Workstation Whdware, Inc. 121.1.65932 Update available [14.0.0.24081)
&« Adobe Bridge Adobe Spstems, Inc. 5.0.0.399 Update available [5.0.2.4]
% Adaobe Bridge (B4 bits) Adaobe Spatems. Ine. 5.0.0.399 Update available [5.0.2.4]
& Adobe Extenzion Manager Adobe Spstems, Inc. E.00412 Update available [5.0.8.28]
& Adobe Photoshop Adobe Spstems, Inc. 13010 Update available [13.0.1.34)
w Adobe Photozhop (64 bits) Adobe Systems. Inc. 13.0.1.0 Update available [13.0.1.34]
o Awita Avira GrbH 1.298.37213 Update available [1.2.99.21889)
w BlueStacks BlueStack Systems. Inc. 3.50.52 1661 Update available [3.50.60.2528]
w BTWUIE=t [B4 bits] Eroadcom 12.0.0.9800 Update available [12.0.1.940)
w calibre (64 bits] calibre-ebook. com 3.10.0.0 Update available [3.11.1.0]
w Canon |l Metwork S canner Selector EX Canon Inc. 1.4.019 Update available [1.5.4.258)
w LCanon lJ Metwark Tool Canon Inc. 32040 Update availlable [3.5.0.150]
w Canon lJ Scan Uty Canon Inc. 1.1.0.6486 Update available [1.3.1.10313]
w Cisco AnyConnect User Interface Cizco Systemns, Inc. 4.2.6014.0 Update available [4.5.2033.0)
« Dell Digital Delivery Dell 3.0.3939.0 Update available [3.4.1002.0)
w Disk Defrag Auzlogics 7150 Update availlable [7.2.0.1]
& Driver Booster 0Bt h.0.3.360 Update available [5.0.3.402]
w Ewerpthing David Carpenter 1.4.1.873 Update available [1.4.1.877)
& Freemake Audio Converter Freemake 11811 Undate available 1.1.8.12] il
81 products loaded 39 updates available Online

Reference:

9 Free Software Updater Programs

Update your outdated software with one of these free tools

rograms-2625200

https://www.lifewire.com/free-software-updater-

(Questions and Answers about Microsoft Updates and Software and
Driver Updating, and removing obsolete programs and runtimes.)


https://www.lifewire.com/free-software-updater-programs-2625200
https://www.kcsoftwares.com/?sumo

We may be near the end of Session One at this point. The next and
final part of this presentation is about Windows 10 system
maintenance.

First, some things NOT to do:

Do not manually defragment hard drives, or apply Trim to SSDs.
Windows 10 does this automatically if you let it happen. It’s part of
Windows 10 Scheduled Automatic Maintenance:

Every two weeks, you should let your computer stay on, in an
Administrator Account, with Internet access, and idle (in Standby is
OK, as you can set things up so that the PC will be awakened,
maintenance will be performed, and the PC will go back to sleep
when all maintenance is finished. A report is always available as to
what has been done or attempted, and there are notifications if
there’s something found which automatic maintenance was unable to
resolve.

Reference:
How to Schedule Automatic Maintenance on Windows 10

(and What It Does)

https://www.howtogeek.com/127078/how-to-change-and-manually-
start-and-stop-automatic-maintenance-in-windows-8/


https://www.howtogeek.com/127078/how-to-change-and-manually-start-and-stop-automatic-maintenance-in-windows-8/
https://www.howtogeek.com/127078/how-to-change-and-manually-start-and-stop-automatic-maintenance-in-windows-8/

— = v & P« System and 5. » Security and Maintenance w | 0 Search Control Panel ©

Maintenance ~
Control Panel Home

Check for solutions to problemn reports COn
Change Security and

Maintenance settings Check for sclutions | View reliability history

E;‘ Change User Account Control
settings

Automatic Maintenance Maintenance in
progress

View archived messages ®) Stop maintenance

See also
o HomeGroup A homegroup can be created
File History
Share your files and printers with other people on your network.
Windows Proaram
Create a homegroup

Windows 10 Automatic Maintenace

The default time is 2:00 AM, any day when things need to be done.
Usually, this happens only every two weeks or so. But when you
first let it run, it only makes a one-hour window for itself. If longer
time is needed, you will need to let this task run over several nights.
So it’s best at first to leave your computer idle but on overnight for
about a week. After that, you should be able to get away with leaving
the computer on just for one weekend per month, preferably a week
or two after the monthly Microsoft Updates. Sooner would deprive
you of the ability to fully restore your system if a monthly update
goes sideways on you. (This is rare, in spite of the publicity such
events can generate.)

Do not clean the Windows Registry, unless there’s a malware
episode, a runtime needs to be fully removed, or some such dire
emergency.



Aggressive Registry cleaners are third only to driver updaters and
third party antivirus programs on the list of causes of Windows
instabilities or inability to successfully apply updates or Feature
updates (upgrades). Some “system optimizers” also do damages
which may not show up for months or even years after the damage
has been done.

What can be done: Windows Maintenance
Every day to every week, clean up your web browser.

You can export Bookmarks or Favorites, and History to backup sets,
with as many folders as you want. Bookmarks and History for major
browsers export to HTML files. Entire Chrome or Firefox user
profiles can be copied and restored, if you know where they are.

Reference:

How to import and export browser bookmarks or favorites

https://www.computerhope.com/issues/ch000524.htm

Backup...

Bestore >

Import Bookmarks from HTML...
Export Bookmarks to HTML...

Import Data from Another Browser...

This is from Firefox, but others are similar. Note the HTML format
is used.


https://www.computerhope.com/issues/ch000524.htm

The point of exporting all the user data we can, is to be able to clean
up the browser thoroughly. I use an Extension in Chrome, but you
could find the settings and do all of this by hand.

. hlam Chrome System .
1-click to close Chrome 1-click to clear all

and automatically clear 3E . tracks of your online
your Browsing Data! $ [ activities!

SEcursly chote Broweer Clear Private Data

Easy find, manage, and
create backup copies of
your Browsing History!

1-click to clear
the Cachel

Sican far M Dewnloads...

Easy manage your
Cookies to stay signed in
Gmail, Facebook, Yahoo
Dick Clean. | | Privaey Test etc. after cleaning!

= & 9

Feedixack Oyptione.... Check for | Googles

Prevent others to track
your internet activity!

What Click and Clean (HotCleaner) can cleanup (among other
things) are:



Cookies, including tracking cookies. (I do not save login cookies.)
Cache (a cause of browser slowdowns and “memory leaks”)
History (clutter I don’t like to keep around)

Passwords (never store these in a browser)

plugin caches and histories

I like to clean out unused bookmarks myself. But some extensions
and some system cleaners can do this for you as well. For Firefox I
use Forget Me Not, which replaced Eraser.

7| | @ Search v @O © &
© § 9 2 a =

Define rules: ?

i
©
®

Add

Rule Type Remove
*.amazon.de White - X =
*.getsatisfaction.com X
*.github.com X =
* github.io X
*.ikea.com X =
*.meetup.com X

* mozilla-community.org X
*.mozilla.org A

* protonmail.com Gray hd X

J/ | Add domains without a Top Level Domain to whitelist

Behavior if no rule matches (default: Forget):




By doing all this cleanup, my browser gets less cluttered and
performs better. Removing unused extensions and not using ultiple
ad blockers each with its own databases can also help with browser
performance.

AdwCleaner also removes trackers and adware which may be
slowing your browser and causing unnecessary distractions.

Startup Management and System Cleanup

I use two different non-aggressive system cleanup tools: Glary
Utilities and Ccleaner.

The important thing to keep in mind is to know what each checkbox
you have enabled in a cleaner is going to remove. This avoids many
unpleasant surprises down the road. Explaining all of these things to
be cleaned is beyond the scope of this presentation, but the main
purposes are to improve system stability and performance where
possible, and to reduce distractions and clutter. Browsers and some
third party apps can be added to the cleanup routines in these
cleaners, but some of us do not want third party utilities doing the
cleanup in some of our software.

So here’s what these two utilities look like in action:



Ccleaner

https://www.ccleaner.com/ccleaner

Piriform CCleaner

Windows Applications

ge Internet Explorer ~ ~
» Temporary Internet Files a Analysis Complete - (3.902 secs)
Histary 233 MB to be removed. (Approximate size)
« Cookies
« Recently Typed URLs Details of files to be deleted (Note: No files have been deleted yet)
+ Index.dat files
+ Last Download Location (e Internet Explorer - Temparary Internet Files 2,893KE 187 files
Autocomplete Form History 3 Internet Explorer - History 175 KB 5 files
Saved Passwords (e Internet Explorer - Cookies 4KB 16 files
Windows Explorer ﬁ Internet Explarer - Index.dat files 16 KB 1 files
: EE:E;: :::in::ntsu} Windows Explorer - Recent Documents 32KB &5 files
» Other Explorer MRUS 29 System - Empty Recyde Bin 1,788 KB 4 files
 Thumbnail Cache 2% System - Temporary Files 231,896 KB 306 files
Options » Taskbar Jump Lists 2% system - Windows Log Files 691KB 8 files
MNetwork Passwords ' Firefox - Internet Cache Skipped
i System ' Firefox - Internet History Skipped
+ Empty Recyde Bin @ Firefox - Session 30KB 3 files
» Temporary Files G Google Chrome - Internet Cache Skipped
#| Cighoard G' Google Chrome - Internet History Skipped
: s:l:nd‘;r;:n;rp:gments G Google Chrome - Cookies Skipped
+ Windows Log Files G Google Chrome - Session SKB 1 files
Windows Error Reporting [ Appiications - Office 2007 1KB 4files o
DNS Cache _
Font Cache Analyze Run Cleaner

Start Menu Shortcuts



https://www.ccleaner.com/ccleaner

Glary Utilities
https://www.glarysoft.com/glary-utilities/

[:_| Qverview / 1-Click Maintenance mm Advanced Tools

Registry Cleaner
" Shortcuts Fxer

Spyware Remowver
| Disk Repar

o Tracks Eraser
« Temporary Fies Cleaner
o Startup Manager
q Scan for Issues

One thing to note: Both Glary Ultilities and Ccleaner have Tray Items
which you have to right-click on and select Quit or Exit to stop
background system monitoring. This is very important, as these
processes don’t obey a Disable command. You’ll have to quit these

programs at every startup and every login.

But there are Startups which can be managed.

Windows 10 Startups management

This can be done with the two system cleanup utilities, or Windows
10 has a way to do this the Windows way:


https://www.glarysoft.com/glary-utilities/

By the way, if you need to find a Windows 10 setting, just use
Cortana Search. When set up for local results only, this is your best
friend in finding the often hidden and scattered Windows 10 settings.

Reference:
How to Manage Startup Programs in Windows 10’s Settings App

https://www.howtogeek.com/351537/how-to-manage-startup-
programs-in-windows-10s-settings-app/

« Settings = | x
@ Home Startup

Find a setting f Startup Apps
Apps Apps can be configured to start when you log in. In

most cases apps will start minimized or may only

B Apps for websites start a background task.

Sort by: Mame

. Adobe GC Invoker Utility @& on

Adobe systems, Incorporated LOW IMpact

Corsair Utility Engine @D o

Carsair Components, Inc High impact

n  Video playback

| 7 startup < —

The Windows 10 Startups Manager setting pane.

There are also background processes which you can manage in
several ways in Windows 10, but this is getting pretty technical. And
it’s easy to make a mistake if you don’t know exactly what you are
doing. No one likes to have to reset or restore Windows because of
an error we did to ourselves.


https://www.howtogeek.com/351537/how-to-manage-startup-programs-in-windows-10s-settings-app/
https://www.howtogeek.com/351537/how-to-manage-startup-programs-in-windows-10s-settings-app/

How to stop apps from running in the background on Windows 10

You can stop apps from running in the background to save battery,
data usage, and (some) system resources, and in this guide, we'll
show you how on Windows 10.

https://www.windowscentral.com/how-prevent-apps-running-
background-windows-10

&

o

Settings

Home

Find a setting

0]
=

=
w

B EH &

B & 0

i

Privacy

App permissions

Call history

Email

Tasks

Messaging

Radios

Other devices

Background apps

App diagnostics

Automatic file downloads

Documents

Pictures

Videos

Background apps

Background Apps

Let apps run in the background

@ o

Choose which apps can run in the background

Choose which apps can receive info, send notifications, and stay up-to-
date, even when you're not using them. Turning background apps off
can help conserve power.

3D Viewer @ Off

@ Alarms & Clock m Oon

Calculator @ Off
E Camera @ Off

@ of
@ on
‘_Q'. Cooking Fever (D Off
E Feedback Hub ® ) o

Know your privacy options

Learn how this setting impacts your
privacy.
Learn more

Privacy dashboard
Privacy statement

Have a question?

Get help

Make Windows better

Give us feedback

Controls for Apps which run in the background in Windows 10.



https://www.windowscentral.com/how-prevent-apps-running-background-windows-10
https://www.windowscentral.com/how-prevent-apps-running-background-windows-10

i Task Manager * i Task Manager

@ HeavylLoad File Options View
E Microsoft Edge Processes Performance App history Startup Users Details Services
£ PicPick (32 bit) * 28% 31% 0% 0%
B Windows Command Processor Marie 3 cRu | Memcr;.-'m Disk.. Network i
Apps (6) :
@ Heavyload 0% 7.6 MB 0 MB/s 0 Mbps
E Microsoft Edge 0% 10.8 MB 0 MB/s 0 Mbps
€ PicPick (32 bit) 0% 36.9 MB 0 MB/s 0 Mbps
iFl Task Manager 0.6% 28.8 MB 0 MB/s 0 Mbps
B Windows Command Processor 0% 0.4MB 0 MB/s 0 Mbps
> ‘| Windows Explorer (3) 0% 57.4 MB 0 MB/s 0 Mbps

More details End task

Background processes (42)

Application Frame Host 0% 12.7 MB 0 MB/s 0 Mbps

[#5] Browser_Broker 0% 2AMB 0 MB/= 0 Mbps

[ COM Surrogate : 0% 1.3 MB 0MB/s | 0Mbps v
() Fewer details End tazk

Windows 10 Task Manager Processes Tab.

References:

How to use Windows 10 Task Manager to kill processes that drain
resources

If your PC is slowing down or apps stop responding, this guide can
help find and terminate the processes that are causing the problem,
using Task Manager on Windows 10.

https://www.windowscentral.com/how-identify-and-terminate-high-
resource-processes-using-task-manager-windows-10

How to fix too many background processes in Windows 10

https://windowsreport.com/too-many-background-processes-
windows-10

(Questions and Answers about system cleanup and browser
cleanup.)


https://windowsreport.com/too-many-background-processes-windows-10
https://windowsreport.com/too-many-background-processes-windows-10
https://www.windowscentral.com/how-identify-and-terminate-high-resource-processes-using-task-manager-windows-10
https://www.windowscentral.com/how-identify-and-terminate-high-resource-processes-using-task-manager-windows-10

This brings us to (nearly) the end of this presentation.

As I said upfront, there is way too much material available to handle
in one, or even two, group meetings. And things change frequently
with Windows 10. Just look what has become of Windows Disk
Cleanup (which can be run two weeks after a Feature Update, but is
too powerful to use on a monthly basis):

Here’s the Version 1803 Disk Cleanup pane:

Settings

@ Free up space now

. o Disk Cleanup for () >
Recycle Bin 249 MB P
I:l The Recycle Bin contains files you have deleted from your Disk Cleanup  More Options
computer. These files are not permanently removed until you -
. =m You can use Disk Cleanup to free up to 33.9 GB of disk
empty the Recycle Bin. = pace on (G,
. . . . Files to delete:
Previous Windows installation(s) 33.3 GB
Files from a previous Windows installation. Files and folders B Device driverpackages Obytes I
o PR L atimm E VAL o ba . ] ¥ Previous Windows installation(s) 33.3GB
D that may conflict with the installation of Windows have been !

) i [ &l Recycle Bin 243 MB
moved to folders named Windows.old. You can access data O || Temporary fies 202 MB
from the previous Windows installations in this folder. || Thumbnails 300MB

a Total it of disk in: 3.05MB
Temporary Internet Files 49.5 KB & ameu 15K SpaCE you gan
Description

The Temporary Internet Files folder contains webpages
stored on your hard disk for quick viewing. Your personalized
settings for webpages will be left intact.

MNon critical files used by Windows Defender Antivirus

Delivery Optimization Files 168 MB
I:l Delivery Optimization files are files that were previously
downloaded to your computer and can be deleted if

currently unused by the Delivery Optimization service.
. Cancel
DirectX Shader Cache 66.8 KB
Clean up files created by the graphics system which can
speed up application load time and improve responsiveness.
They will be re-generated as needed.

Windows 10 1809 (1) vs. 1803 (r) Disk Cleanup GUI.

But in Version 1809, this is part of Windows 10 Storage Sense.



One more change:

Beware! Disk Cleanup in Windows 10 October 2018 Update Can
Empty Your Downloads Folder

https://wccftech.com/disk-cleanup-windows-10-october-2018-
update-empty-downloads-folder/

‘= Disk Clean-up for Windows 10 Pro (C:)

Disk Clean-up

== You can use Disk Clean-up to free up to 6.34 GB of disk

- space on Windows 10 Pro (C:).

Files to delete:
[] | | DirectX Shader Cache 401KB A
[ || Delivery Qotimisation Files 165 MB

I | < Downloads 436 MB
L) Recycle Bin 6.08 GH
[] || Temporary files Obytes o,
Total amount of disk space you gain: 2.2 MB

Description

Downloaded Program Files are Active X controls and Java applets
downloaded automatically from the Intemet when you view certain
pages. They are temporarily stored in the Downloaded Program
Files folder on your hard disk.

E;‘Uean up system files View Files

Cancel

So either uncheck the Downloads Folder in Storage Sense or move
your more permanent downloads to other folders and make backup
copies before running disk cleanup in Windows 10 Version 1809.


https://wccftech.com/disk-cleanup-windows-10-october-2018-update-empty-downloads-folder/
https://wccftech.com/disk-cleanup-windows-10-october-2018-update-empty-downloads-folder/

For this and other reasons, I would not let Storage Sense
automatically perform Disk Cleanup in Windows 10. I would do it
selectively when I choose to do it.

As with automatic updates, don’t let Windows run anything
automatically in the middle of the night unless you really trust
whatever it is that Windows is trying to do to...er, for you now.

Reference:

Microsoft confirms Disk Cleanup tool deprecation in Windows 10

https://www.ghacks.net/2018/09/14/microsoft-confirms-disk-
cleanup-tool-deprecation-in-windows-10/

So that’s a rundown from a bird’s eye view of Windows 10 updating
and maintenance. There are many other things you can do, but these
actions on this schedule should take care of most of the issues which
maintenance and updating can deal with. The main objectives are not
to lose anything important, but to get rid of clutter and performance-
killers. Then also to make the system safer and more private.

Again, privacy controls can be dealt with much more aggressively
than I am presenting here. But that is another topic entirely.


https://www.ghacks.net/2018/09/14/microsoft-confirms-disk-cleanup-tool-deprecation-in-windows-10/
https://www.ghacks.net/2018/09/14/microsoft-confirms-disk-cleanup-tool-deprecation-in-windows-10/

If we have any time left, or maybe next meeting, we can continue
this discussion.

— Bob Primak —
— Feb. 13, 2019 —

for the Lexington Science and Technology Interest Group

Notes for next time: Bring the whole setup
TreeSize Free — find what’s taking up how much space.

Find how Windows 10 finds what’s using space and how this is
managed. It’s in Settings. Disk Cleanup — show old vs. new and
when to do this.

Ccleaner and Glary Utilities. Managing Startups — Windows and
Ccleaner ways. Background processes — Windows ways to find
what’s using resources in the background. Briefly, processes can
also be looked at.

We stopped before Updating Third Party Software and using system
cleanup tools. Ninite slide.

Updated 07:45:02 AM EST Thursday, February 14, 2019
— Bob Primak —
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