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With updates, March 20, 2013;
more updates pending

Note: As last year, this survey is intended for users of Microsoft Windows personal computers. It does not address
the question of Anti-Virus protection for Apple computers.
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Brand & Model

Consumer Reports online
Fatings of Internet Security Software
las of 3/15/2013)
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Free anti-malware security software
Avast! Free Artivirus * [i=]
Avira Free Antivirus * [12]
AVG Antivirus Free 2013 * [i5]
Microsoft Security Ezsertialz * li=]

Pay security suites

G Data Internet Security 2013 [i=]

ESET Smart Security 6 [i5]
F-Secure Internet Security 2013 [i=]
Bvira Internet Security 2013 [i5]

Bvast! Internet Security 7 =]
BitDefender Internst Security 2013 [i5]

Trend Micro Ttanium Internet Security 2013

li=]

BullGuard Internet Security 2013 [i=]
McAfee Internet Security 2013 [=]
AVG Internet Security 2013 =]

Norton Internet Security 2013 [i=]

Check Point ZoneAlarm Internet Security
Suite 2015 1=

Panda Irternet Security 2013 [i5]
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Although STANDARD is already a good score, tests in which a STANDARD award (or lower) was
reached indicates areas which need further improvement compared to other products. ADVANCED
indicates areas which may need some improvement, but are already very competent.




ﬁA?cumparatives_sum_'1212_En.pdf{SEEURED}—Aduhe Acrobat Standard =101 |
File Edit Wiew E'_!:IIII,JFI'IEI-FI]C ':._DJTITI'IE-I'IE:T Forms Tools  Advanced ‘Window Help »

@I_umhlnw File= & Export = _t1rt Meeting - ﬁfi::e'::ure = / Sign - &Feus- & Comment = l& Ul ]EL ﬁl @
- TSI Y o) .aa: ¥ CCOIE N F —

L

| |II|".| W | _I I_j rﬂ

Table of Contents

comparatives




g Comparatives| |tests - revier *® E Wiy, 3y -comparakives.org)ic X

C & [ www.av-comparatives.orgfimages/stories/test/docs/methodology pdf

r

Sources of samples (dated 2008)

AV-Comparatives have various sources from which it obtains samples. Like anti-virus vendors, we
also use various traps and honeypots from all over the world, as well as samples downloaded from
malware downloaders and infected websites. Furthermore, we get samples from the field which
were collected by us or our partner companies (e.q. computer repair/cleaning services) on infected
P('s belonging to home users and/or small/medium business companies. We also get samples from
various online scanning services and (single and large) submissions from visitors® to our website,
as well as various organizations that collect malware (internal and public security forums,
honeypot projects, anti-malware initiatives, and so on). In order to have a test-set that is
statistically valid and as large and representative as possible, AV-Comparatives also accepts samples
from (security) vendors. Currently, samples submissions from about a dozen vendors are included in
our tests and nearly dozen more vendors which are not included in our tests also contribute.

Any vendor is encouraged to send us samples they get from their customers, but no vendor is
obliged to. While we are not going to disclose the names of the vendors which submit or do not
submit their samples (partly because Mon-Disclosure Agreements may apply), we can assure you
that submitting samples to AV-Comparatives does not help a vendor to get a better score. As the
test-set consists of samples from many various sources and vendors, a single vendor's contributions
just make the test set more representative - in fact, there are some vendors who do not submit
anything and score very highly, and some other vendors who submit a lot are at the bottom
regarding detection rates. The reason for this may be that samples are usually shared between
vendors anyway and most of the samples we get are usually already in some other collections, so it
is impossible to tell how much is coming from which individual source and so on.

We also prefer not to disclose this information because of the possibility that some vendors may
use it to mislead the public for PR reasons (this has happened several times in the past, for
example when a vendor was unhappy with some test results or wanted to put pressure on a tester)
or focus on specific sources. As we've said, any vendor is welcome to submit us their samples if
they wish to. Last-minute submissions (especially “extraordinary” collections) from vendors are not
accepted; this source of samples is usually frozen 2-3 weeks before the test starts, in order to avoid
possible bias.

AV-Comparatives does not create, modify or repack any malware (for testing purposes or for any
other purpose).
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Currently (August 2008) the rules for the awards are as follow (as test-sets and methods change,
also the award systems need to be updated from time to time):

Test report of February and August {(overall detection rate tests):
To get ADVANCED+, over 97% of the whole test-set have to be detected during an on-demand scan

with best possible settings.

aver 97 %
93-97% | ADVANCED
87-93% STANDARD
under 87 % | NO AWARD

An updated award system which will also consider the false alarm rate will be introduced and
applied in the tests of 2009.

Test report of May and November (retrospective tests):
To get the Advanced+ award, a product must be able to detect at least 50% of new malware
proactively and at the same time have only few false alarms.

0-10% 10-25% 25-50% 50-100%
none - few | NO AWARD | STANDARD | ADVANCED
many NO AVWARD | NO AWARD | STANDARD | ADVANCED
vary many NO AWARD | NO AWARD | NO AWARD | NO AWARD

* proactive defection rate vs. amount of folse alarmns

? hitp: //www.av-comparatives. org/seiten/overview html
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Methodology & Frequently Asked Questions Copyright () 2008 by AY-Comparatives e.V.

Other test reports (e.q. performance tests, etc.) may also be awarded.

False alarms are an important issue and need to be taken into account when looking at detection
rates. That's why e.qg. in the retrospective tests false alarms lead to lower awards.

Currently (as of August 2008) the labels for the amount of false alarms are given as follows:

none or very few 0-3
few 4 - 15
many 16 - 100
very many 101 - 500
crazy many over 500

At the end of each year, products are allocated an award in a summary test report, where products
are nominated in various tested aspects (overall detection rate, proactive detection rate, false
alarm rate, scanning speed, etc.”). To be designated product of the year, a product needs to get
better scores than other products in most of the various tests done during the year. The label “Best
product of the year” indicates only that the product was better than other products in most tests
provided during the year'. More details about the summary awards will be given in the December
report.

Since this year (2008), vendors of products receiving awards in the summary reports will get a
certification plague to display, for example, in corporate offices.

footnote (4): Ve plan to add performance tests, dynamic tests and some other
tests in the future.

footnote () To know which product is best for you, try out the software on your
o system. . We [can only] tell you which products scored better than others

in regard to some aspects of the software.
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AV Comparatives Real-World Protection Test - December 2012
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