Secunia’s Software Monitoring Products:

Purpose: to take inventory of the application software programs and browser plug-ins on your
Windows P.C., real time, and determine if updated versions should be installed.

1) Personal Software Inspector (PSI) version 3: freeware to install on a Windows P.C.
Attempts to improve on earlier versions of Secunia PSI by
Simpler User Displays, providing fully automatic detection and updating (as does PSI v2 now)
But still allows the user to hold off the automatic updating for manual control.
User can suppress warnings about specific old programs the user may have no intention of updating.
The bad news is user reviews (CNet for example) have lots of complaints.

2) Online Software Inspector (OSl): Cloud Based, but needs Java to run.
covers a more limited list of programs and plug-ins than PSI.
Both my experience this week, and user reviews, indicate it is not currently working.

3) Personal Software Inspector (PSI) version 2: still available from Secunia’s website.
| have had this running on my Windows XP Pro desktop p.c. for 2 V2 years.
It has its good points, and some user annoyances, but | am content; no inclination to upgrade to v3.

4) Alternatives to Secunia PSI:
There are many, apparently, but none commendable, except to a savvy Windows user.

(with reference to an article by Fred Langa in Windows Secrets)

Conclusion: If you want Software Update Monitoring, be safe with Secunia PSI version 2,
Or try Secunia PSI version 3, but turn off the automatic features, based on user review comments. But. .

A caveat: As demonstrated in the meeting, | haven’t been able to run either PSI v2 or v3 on my Windows XP
Pro laptop. Both of them run in the background, but the Main Report Window crashes when opened.
And use the Chrome Browser for accessing Secunia’s webpage to download installers.
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| had trouble with Internet Explorer 8, that unknown to me, it downloaded PSISetup.exe incompletely.
Or Firetox probably would be a relable downloader, too.

A Key to the remaining slides in this presentation:

Slides 3-5: Secunia PSl's System Tray Icon, program running in background.

Slides 6-8: Secunia's Scan Results window, when opened, for PSIv2 and v3.

Slides 9-10: Programs and Plug-ins that need security updates the most,
with  URL's to do it manually.

Slides 11-12: User Review Comments about PSIv3 vs. PSIv2, and alternative

scanners.

Slide 13: Documenting a PSIv3 crash, on opening the main program window
on my Dell/Windows XP Pro SP3 laptop. Can Windows 7 do better?

Slide 14: Secunia's reminder to open PSI in an Administrator account,  with
dialog box provided to do so.

Slides 15-18: Steps to download and install Secunia PSI version 2.

Slides 19-20: Details on the helper .dll file  Secunia installs too.

Glossary:  Secunia's  Report label "End of Life" means the subject program
is no longer supported with updates; superceded by a newer version.

[ A talk prepared for the Lexington Senior Center Computer Club, August 26, 2013
By Gary Patrick, Lexington, Massachusetts ] amended August 31st for posting.
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  A Key to the remaining slides in this presentation:

  Slides 3-5: Secunia PSI's System Tray Icon, program running in background.
  Slides 6-8: Secunia's Scan Results window, when opened, for PSIv2 and v3.
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Secunia PSI| adds an Icon to your System Tray.

SFmRg c QJ Pl &\ B 1205Fm

Red indicates you have many programs that need upclates
Yellow " " " " " afew
Green all programs are acceptably up to date.

Right click on the Icon to open PSI to see results and take
action.



i) Secunia PSI

¥ou have programs that require manual updates

As Windows finishes starting up, this is the Secunia reminder message
one gets, if there are programs or browser plug-ins on the p.c. thatneed ¢ =
to be updated. One should right-click the Icon and "open” Secunia to
see the details, and take action. Remember that Secunia can be
opened only in an Administrator-level Log-in Account.

Then, either click on link(s) provided in the Secunia report page, or
update the programs manually, outside of Secunia. [this display is a
case of Secunia PSI version 3, installed with automatic updating
disabled, due to user complaints about the automatic mode.]

22

Secunia PS5l version 2 behaves similarly to this when installed r—
normally - and optionally does offer automatic updating of programs.

Now for some bad news! | am logged into an Administrator account (right
from start-up), and Secunia PS1 3 won't run on this Windows XP Pro laptop!
Clicking on the red lcon, or trying to start it from the Start, Programs, menu
causes a Secunia display window to open for a split second, then it
disappears. Invoking Windows Task Manager shows nothing running.

(Unfortunately, I've gotten the same behavior for PSI v2 on this machine.)



Windows Task Manager # R[] T BT 1105 am

j‘,il Secunia PSI - Scan Completed Successfully |

Go to the next 3 slides to see examples of the Scan Report
in Secunia PSI v2 and PSI v3.

You have insecure programs on your PC,
Secunia System Score: 90%

Based on the follmwing detections:
3 Insecure programs

5 End-of-Life programs

72 Patched programs

5 Windows Task Manager |‘:][E
Shut Down Help

File Options  Wiew \Windows

| Applications | Processes | Performance | Metworking |
| 1l

This situation occurred on my Dell Inspiron 6000
(Windows XP Pro SP3) in my administrator account
after | double-clicked on the Secunia lcon to open
he program (lcon was reporting 0% at that time);
Secunia PS| 2 window opened, then vanished

ithin 10 seconds, so | did a Ctrl-alt-delete.

Task, Skatus

Shortly after, the Secunia Icon report balloon
appeared, so software monitoring is apparently
running!

| &

End Task. ] [ Switch To l [ Mew Task. .. I

Processes: 65 CPU Usage: 7% Commit Charge: S00M [ 3408mM
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   Go to the next 3 slides to see examples of the Scan Report
   in Secunia PSI v2 and PSI v3.


(5!| Personal Software Inspector (PSI) 2.0

PS|:l Detects and installs missing security patches for your PC

Patch Your PC

@ Dashboard

Learn more about

Auto

Updatin

puTo

[5] Scan Results

“. ' Secunia System Score

Secunia

Ctay Securn

This view shows an aggregated list of programs detected on your PC with the latest Secunia PSI scan. Click any program for additional information and details.

Scan Results
Search for programs and paths Search

Program
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&

1 Adobe Shockwave Player 11.x (NPAPI)
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E- Google Chrome 22 x

=]

r_l Google Picaza 3.x

ﬁ Are you missing a program?

I Program State = Threat Rating = Detected Version

3 @ End-ofLife
1 @ End-oflife
1 @) End-of-Life

€ Insecure

& Patched

i %

—

-

& Patched

ak

& Patched

b 3

& Patched

—

& Patched
1 & Patched
1 & Patched
2 & Patched
1 & Patched

1 4§ Patched

ak

& Patched

poir

& Patched

—

& Patched

1 & Patched

6.0.0.768

8.3.1.239

10.4.1.34

1110002

10.3.183.23 (Acti...

1.0.0.185

11.6.7.637

3.1.11113

T.72.80.56

21.3.127

4.5.1.1.mf03

21.02

3.21.01787

1536

2930

2.06.0

220122979 (Bu...

3.9.135.93

Inztall Solution
€ Install Solution

& nstall Solution
ﬁ Approve Update
€ install Solution
Up-to-date (AU}
Up-to-date
Up-to-date (AU}
Up-to-date
Up-to-date (AU}
Up-to-date
Up-to-date
Up-to-date
Up-to-date
Up-to-date
Up-to-date
Up-to-date
Up-to-date (AU}

Up-to-date

E




Secunia PSI 1 ;IEI.?EI
{f}‘J Personal Software Inspector (PSI) 2.0 88% Secumg

PS“ Detects and installs missing security patches for your PC Secunia System Score Chay Secih
Patch Your PC '+ [5] Scan Results
5] Dashboard This view shows an aggregated list of programs detected on your PC with the latest Secunia PSI scan. Click any program for additional information and details,
Sean Resuits (8)
% Scan your PC Scan Results @
_ ;.EEﬂrCh for programs and paths . Search ﬁﬁ\re you missing a program?
Configuration ||
Program | # ! Program State = | Threat Rating = Detected Version | Inztall Solution |
L erem Mloss: vl @ ¢ Acronis True image 8.x 3 @) Endoflife - 8.0.0.768 € install Solution -
Learn more about @ [A] Adobe Acrobat 8.x 1 @) Endoflife - 8.3.1.289 Q install Solution
Autﬂ £ @ Adobe Shockwave Player 10.x 1 a End-of-Life 8 I 10.4.1.34 % Approve Update
U Pd ati ng @[] Microsoft Removal Tool: Blaster/Machi 1 @ Endoflife - 5.12600.5512 ) Microsoft Update
: | [C] Adobe Flash Player 10.x (ActiveX) 1 ﬁ Insecure 10.3.183.289 (Acti... ‘E% Approve Update
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£ Adobe Help Viewer 1.x 1 'ﬂ‘ Patched - 1.0.0.185 Up-to-date
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@[] Adobe Updater 5.x 1 4 Patched - 51.1.1113 Up-to-date
@ (®) Apple Software Update 2x 1 4§ Patched = 213127 Up-to-date
H m Canon MF Toolbox 4.x 1 4& Patched = 4.9.1.1.mfd3 Up-to-date
H [ capicom 2.x 2 & Patched - 2102 lip-to-date
® & cCleaner3x 1 & Patched & 3.21.0.1767 Up-to-date
H [ cygwin 1.x 1 @& Patched . 1.56 Up-to-date
& | ¢ Garmin Communicator Plugin ActiveX Control 2.x 1 'ﬂ‘ Patched - 2830 lIp-to-date
k) ﬁ Garmin Lifetime Updater 2.x 1 ﬁ' Patched - 2060 Up-to-date
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it SecPSlcrash.JPG - Paint = Secunia PSI (Mot Res. .,

B windows Task Manager

This is what the Secunia PSI version 3 Main Window looks like (if only it dicn't crash!)

@) Secunia System Score 91%

Programs that need updating (7)

G

Click to update
Apple QuickTime 7o

Select language

Adobe Reader X1 11.%

3

Click to update
Microsoft Bemoval Tool:
Blaster/Machi

Click to update
Microsoft XML Core

Services (MSXML) 4.

Up-to-date programs (72)

) =

Up-to-date Up-to-date
Adobe Flash Player 11.x  Adobe Shockwave Player

[ActhveX) 12.x

Scan again {= History & Settings +

Up-to-date
Alps Pointing-devTta
2 Driver 5.x

Secunia

Stay Secure

) G

Click to update
Cyberlink PowerDVD 5.x

Click to update

Intel PROSetWiraless

Click to update
Google Chrome 28
Software Ox

Secunia P51 has encountered a problem and needs to
close. We are zorry for the inconvenience.

[F wou were in the middle of zomething, the information pau were warking on
right be lozt,

Please tell Microzoft about thiz problem.

Wwie have created an ermar repart that you can send o ugz. We will treat
thiz report a3 confidential and anonymols.

T zee what data this error report containg, click here.

Debug I

I Ig LU0 IWIE S

Send Emor Repart [Don't Send

AoOE BoToar o

=

Downloader 1.x Windows 3.x

|




After opening Secunia PSI in an Administrator account, and clicking on Show Report to see what
needs updating, either click on the update links provided in PSI, or get the updates manually.

Adobe Flash Player: There are separate versions for the Internet Explorer browser vs. other browsers;
Chrome takes care of its own Flashplayer version.
1) For Internet Explorer, from within it, go to http://get.adobe.com/flashplayer, and click on “Download,”
But beware there’s a checkbox already checked to obtain the Chrome browser as well !
2) For Firefox, Opera, or other browsers besides Chrome, go to http://get.adobe.com/flashplayer/otherversions
Select your operating system and version, then click “Download.”

Adobe Acrobat Reader: http://get.adobe.com/reader/

Adobe Shockwave Player: http://get.adobe.com/shockwave/
(may try to entice you to download Registry Mechanic from PC Tools; just unclick on the pop-up)

Apple QuickTime: www.apple.com/quicktime/
Other Apple product updates: www.apple.com

Firefox browser: www.mozilla.com/en-US/firefox/

Google Chrome Browser: with Chrome open, just left-click the 3-bar symbol upper right, and select “About Google
Chrome.” It checks for updates automatically; you may have to do this in an Administrator account to work.

Google Updater (although one apparently doesn’t need to use this to update the Chrome Browser)
http://pack.google.com/?hl=en&gl=us

Java: http://java.sun.com

Microsoft.NET Framework 3.5 SP1: http://go.microsoft.com/fwlink/?Linkld=120338
Microsoft. NET Framework 4 Client Profile: http://go.microsoft.com/fwlink/?Linkld=164165
(there are more Microsoft.NET Framework versions likely present, | haven'’t the patience to list ! )



http://get.adobe.com/flashplayer
http://get.adobe.com/flashplayer/otherversions
http://get.adobe.com/reader/
http://get.adobe.com/shockwave/
http://www.apple.com/quicktime/
http://www.apple.com/
http://www.mozilla.com/en-US/firefox/
http://pack.google.com/?hl=en&gl=us
http://java.sun.com/
http://go.microsoft.com/fwlink/?LinkId=120338
http://go.microsoft.com/fwlink/?LinkId=164165

Picasa Photo Manager: http://photos.google.com/

SuperAntiSpyware: www.superantispyware.com/support.html

FLEXnet Publisher License Server Manager:

www.flexerasoftware.com/products/flexnet publisher/licensing/index.shtml

This one gives me trouble because this link will refuse to install it if you already have a version installed.

So you have to uninstall, and then re-install. | am nervous about doing so, because uninstalling in might
cancel my operating license for some program on my p.c., and | can’t seem to determine which are affected!

Microsoft Removal Tool for Blaster Nachi is a program Secunia PSI 2 flags as End of Life,
but the link provided does nothing, and | have not been able to delete it manually; it does not appear
in Windows Add/Remove Programs list.

If you don’t know where to get updates for a program, try referring to the Windows Add/Remove
Programs list, by clicking on a program name,
then click on the “Click here for support information” link, In - Windows XP. But this teature

doesn't seem to be avallable In  Windows 7/ (discovered during the meeting).


http://photos.google.com/
http://www.superantispyware.com/support.html
http://www.flexerasoftware.com/products/flexnet_publisher/licensing/index.shtml
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User review comments about Secunia PSI version 3.
From www.CNet.com, (a public access server for the distribution of software)

1) August 11, 2013 | By micafighter
Pros: works automatically
Cons: slow scan, doesn't know all apps; it's hard to add an app to its list.
Summary: | like it because it works automatically and it watches the important updates.
(this user also uses SUmo and likes it, but see Fred Langa’s comments.)

2) July 13,2013 | By Ron Geiken: “Takes much too long to report"
Pros: It is pretty thorough, and will have to give it to the program.
Cons: Lately version 3.0 is slower than Molasses.
Version 2 was no speed demon, but this one is starting to get horribly slow.
Summary phrases:
| get frustrated using it. | started a Scan on PSI about 5 minutes ago and it is still supposedly getting the
information prepared. Avast Free has a SW updater that is 50 times faster, although not as full-featured

3) July 13, 2013 | By beyondallken: "Once excellent - has progressively evolved into rubbish"
Pros: If it ever actually opens and scans, it provides an excellent service by ensuring that installed
software is up to date.
Cons: When it warns that software requires a manual update, it can take numerous attempts —
sometimes over more than one day to open it to find out why there is such a warning.
Summary comment: A year or two back, the old layout was slick, logical and informative in action,
loaded promptly and informed usefully.
Since the change to present layout, it frequently entirely fails to load,
despite the fact that it has put a warning in the task bar that software needs to be updated.
It just sits there "loading" for as long as | am prepared to ignore it, but more often than not —
even after leaving it there for well over an hour - | just have to give up and close it.
That frustrating performance seems to have gotten worse with each subsequent update,
and | am ready to give up and remove it.


http://www.cnet.com/

From a reader comment in Windows Secrets forum, August 15, 2013:
“I regularly used Secunia OSI (Online Software Inspector) to keep things updated.
[site: http://secunia.com/vulnerability scanning/online/ ]
However, the service has been offline for weeks — and Secunia will say only that it's working on the problem.

| tried its Personal Software Inspector, but for some reason it just doesn’t work properly on my fully-
updated, Windows XP SP3 system.”

Windows Secrets article from July 26, 2012 about Secunia PSI and alternative products:
https://windowssecrets.com/top-story/software-that-updates-your-other-software/ by Fred Langa.

Considers update checkers from CNet.com and Filehippo.com, but judges them too prone to foist
Beta-release (not thoroughly proven) products on you. A savvy Windows user, though, can be

alert to these, and avoid them. Depending upon your confidence, one of these updaters may
be better for you than Secunia PSI.

Fred also tried SUMo, Glarysoft, Carambis, and Nabber.org’s open-source Appupdater, without
being able to endorse any of these.


https://windowssecrets.com/top-story/software-that-updates-your-other-software/
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. Secunia PSI (Mok Responding)
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w SecPSIrunInMonddminl , JPG - Paink Running
EData Execution Prevention - Microsoft Windows  Running
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Mok Responding
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End Task. ] [ Switch To ] [ Mew Task. .. ]
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Up-to.date programs (72)

a)

-

Thumbrails Up-to-date

Adobe Flash Player 11.x
(AcCTiveX)

= History

Up-to-date
Adobe Shockwave Player

= Secunia PSI (Mot Res... B Caba Execution Preve. ..

Soon after opening PSI 3 from the Icon in the
ore 91% system tray, this is what happens. (| opened

B wWindaws

Windows Task Manager subsequently, by doing a

Ctrl-alt-cdelete.)

g({7)

Q

'k fo update
QuickTime 7.x

€,

Click to update

Google Chrome 28.x

Click to update
Cyberlink PowerDVD 5.x

Data Execution Prevention - Microsoft Windows
To help protect your computer, Windows has closed this program.

Mame:
—
Publisher:

Secunia P51

Secunia

E Close Message ]

Drata Execution Prevention helps protect against damage from wiruses and other
security threats, Whak should T dao?
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Up-to-date
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12x Driver 3¢
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Up-to-date
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Downloader 1.x

Click to update
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If you try to open the Secunia program in @
a non-administrator Windows log-in
account, this is the response you get.

Secunia PSI won't run with less than
administrator privileges, so click the
second round button, and fill in User
name and password for an Administrator
level account.

z zes from harming your
compukber or pers ing it might cause the program

ko Funckian imprapetly.,

() The following user:
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% J = Free Security Sofbware Dowr 3 U0

it

=5 httpsHotrmaillogon & MOAA Forecast, Bedf.

= C & | [ secunia.com/fproducts/consumer PSlfsys_req/

a Google Maps |__'=| Bauer BankR.atings 9 depositaccountsBank...

E (Weiss)Bank Ratings . Marketiatch

w @ =

([ other bookmarks

b Home » Products ¥ Consumer b System Requirements

Fersonal Software Inspector (P

Howe It Wyiorks Sy=tem Requirements

FaQ

Warld Map

System Requirements

The list of requirements that must be metfor the Secunia PSIto function correctly are:

This is the Secunia web page and link where
one can still obtain Secunia PSI version 2.

Supported Operating Systems (32 & 64 bit):

Microsoft Windows 8

microsoft windows ¥

Microsoft Windows Vista SF 1 or [ater

Microsoft windows ¥F - 5F 3

Privileges
To install and run the Secunia PSlyvou regquire administrative
privileges.
Connectivity
Access o Secunia's  encrypted semers  wia 550
ihttpsifpsisecuniacom:443h  and access to Microsoft

Windows Update servers, see also Soffware Requirements
helomy

_lﬁ'gtm"t J ﬁﬁ‘ E }a @ J %] Wéh&ité.L_sti.ﬁrri-WardEétl | [%} IEﬁDﬂmaihELug,wﬁ'-er...llﬁ Free 5E£ufifr-50ftwar..._ 'Eﬁ'ﬁalilﬁﬂﬂnx

Software Requirements
The latest version of Microsoft Update.
You can determine whether or not wou
are running the latest version by wisiting

update microzoft.com

) ) ) ) File size: 3064 Khyte
wnh.hfhcrnsnﬂ Internet Explorer, while logoed in as\the Total users: 6 806 76
Administrator. If you are able to check wour system New usirs (23h); 220

missing updates through this tool, wour system shool
function properly with the Secunia PSIL Older versions of the Secunia PSl can bhe

i dowenioaded here.
Hardware Requirements:

There are no additional hardware reqguirements. If wour
computer runs any  of the above mentioned Operating
Systems, then Secunia P31 should work,

Pl 2.0
Hitp: fzecunia comPsi2zetup exe

PS11.0
http: secunia comPSH Setup exe

&

5

|| 2|2 9=

1:45 PM
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  This is the Secunia web page and link where
   one can still obtain Secunia PSI version 2. 


The first of three questions Secunia PSI 2 asks during
installation, showing the default choice:

P51 Setup

, ‘ Choose Install Location
o Choose the Folder in which tooinstall PSI,

Setup will install PSIin the Following Folder. To install in a different folder, click Browse and
select another Falder, Click Install ta start the installation,

Changing the Install Location is optional. | did it because
| don't like a pig pile of programs in the C:\Programs
Folder.

Destination Folder

| Browse. .,
| changed this to C;\Utilties\SecuniaPSIZ\PSI

Space required: 3, 3MB
Space available: 25.3GE

R

< Back. ][ Inskall ] [ Cancel ]
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  Changing the Install Location is optional.  I did it because 
  I don't like a pig pile of programs in the C:\Programs
  Folder.


This is the second of three questions Secunia PSI 2 asks during
installation

PS1 Setup B0

! '_'"I 4 Tray lcon Configuration
a Review your Tray Icon configuration

The Secunia PSLincludes a Tray Icon program that can be run by regular users, and provides
nokifications when scans complete or changes are detected.
It iz possible to select the level of detail provided by the Tray Icon notifications.

‘When this setting is enabled, the Tray Icon notifications can include details about changes,
such as the name of a program that has been installed or removed.

‘“When this setting is disabled, the Tray Icon notifications will only show that a change has
occurred, and whether a program was added or removed, buk not the name of the program
or any included files.

The Full details are skill available in the Secunia PSI.

[5hove Full change information in kray icon nokifications:

| decided to checkmark this box also

I < Back. ” Mexk = l [ Cancel




'y Start & o L € m m A @R C\InstallersiSecunia.. . P31 Setup
L/
WiordFad

| The third of 3 questions Secunia PSI 2 asks during install.

7 .ﬁ ,-'r | Search ‘[{_“' Folders = x n 'r

Address Ir[:_‘| i InstallerstSecuniaPsI's - : o

Folders Mame Size . Type Date Modified
E My Wideos ] = PSIZSetup.exe 1,714 KB Application 8/26/2013 11:30 AM
-5 N3s0Lag | Blrerasetup.exe 3,196 KB Application 8/26/2013 11:39 AM
Ib Svmantec
T3 TurboTax
My Compuker
@ Local Disk (C:)
) Len14876f00F9168d52 Review your suto-Update configuration
4:| ZanonMF
&) dell
Gl Documents and Seting The Secunia PSI includes functionality bo automatically update some insecure and end-of-life

k] Fj drivers programs, Check the box below to enable this functionality.
F [ ffeadbclza?iveaseza

# [C5) FileStarage
= [C5) Installers
H# |C5) DoubleDriver

= . 1
\D SecuniaPaI3 If Auto-Updates are enabled, then by defaulk, the Secunia PSI will update programs without
I3 YerizonFics any user-inkeraction. Check the box below to reguire user-inkeraction before each

5 My Music Auto-Update.
=l I3 Program Files
) Adobe [ Require user-interaction before sach Auto-Update

# 12 Amazon | decided to checkmark this box (PSI v2 installation)

Auto-Update Configuration

Enable Auto-Updates

[ < Back. ][ Mext = ][ Cancel ]




The following message comes up if one right-clicks on the System Tray
Secunia lcon, and chooses "about " that | think explains the Morton 360 File  Insight
notification | got about "libGLESY2 dil" that loaded itself from Secunia's web page.

About Secunia PSI Tray x|

e, Secunia PSI Traw Version 2.0.0,3001
———

—
(o) 2010 Secunia. All rights reserved.

In order ko Facilitate the transmission of large amounts of data between wour
network, devices and Secunia's servers, the Secunia PSI makes use of the 'zlib’

general purpose compression library, Copyright (C) 1995-2007 Jean-loup Gailly
and Mark adler.
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    Detail of where Secunia installed the helper file, libGLESv2.dll
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