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“Browsers are very complicated pieces of software.  Any single flaw has the potential to be used 
by hackers and thieves to break into your computer.  Plugins, which are pieces of software that 
add new capabilities into a browser, can also provide opportunities for malicious code to get in. 
Vendors of browsers and plugins are continually finding and fixing such problems. However, this 
means you have to be alert to update your browser and plugins to make sure that you aren’t 
leaving your machine open to attack.” 
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   Conclusions:  - right up front - 
1) If you use only Firefox as your web browser, and you have Windows Updates 

  set to “automatic” (or “download and notify me to install”), then the Plug-in 
  Checker built into Firefox may be all you need as an updates-needed monitor.  
  Refer to text page #6 and Slides #1-5 after that, for information. 

2) Even if you use only Firefox, Qualys checks more than the Firefox Built-in, and 
  may still be of interest to you.  Refer to text and Slides #6-14 

3) If you use more than one browser, the intermediate-level setting (or higher) 
  of the installable Qualys plug-in offers the convenience of monitoring all  
  your browsers.  Install the plug-in in your most frequently-used browser 
  and set the operating level to “intermediate” or “advanced.” 

4) Because Qualys doesn’t start up automatically, each time you want to run it,  
  you need to revisit  http://browsercheck.qualys.com  in the browser to which 
  you have the plugin installed.  For convenience, set up a bookmark to the site 
  (even put it on the bookmark toolbar, if you have that enabled). 
  (Bookmarks are called “Favorites” rather than “Bookmarks” in Internet Explorer). 

5) I suggest running Qualys B.C. every week or two, by clicking on your bookmark. 
References: 
#1) Neil Rubenking in PCMag: http://www.pcmag.com/article2/0,2817,2416801,00.asp 
#2) Krebs on Security, 30 Mar 2011.   http://krebsonsecurity.com/tag/qualys‐browser‐check/ 
#3) FAQ’s page at Qualys’ website: https://community.qualys.com/docs/DOC‐1542#s2 

http://browsercheck.qualys.com/
http://www.pcmag.com/article2/0,2817,2416801,00.asp
http://krebsonsecurity.com/tag/qualys-browser-check/
https://community.qualys.com/docs/DOC-1542%23s2
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Index to this presentation (eight text pages, plus 15 screenshot slides) 

page 1    Title page 
page 2    Conclusions  (and references) 
Page 3    Index to this presentation 
Pages 4‐5   Overview of Qualys BrowserCheck, access, and alternatives 
Page 6    A Look at the Firefox built‐in Plugin checker, as a simple alternative 
Slide #1    The Plugins warning banner in Firefox 
Slide #2    The Firefox Plugins Status display 
Slide #3    How to check if Firefox itself is up to date 
Slide #4    Firefox version updates – supposed to be automatic 
Slide #5    How to check Firefox Plugins manually 
Pages 7‐9   Qualys Report Status‐levels, and Intermediate & Advanced scan types  
Slide #6    browsercheck.qualysis.com, showing choice of “Quick Scan” or “Install” 
Slide #7      (on the way to doing Quick Scan, shown in Firefox 
Slide #8    the Qualys Quick‐scan Result page, shown in Firefox 
Slide #9    Table of the Browsers covered in Qualys scans 
Slide #10    List of the Plugins recognized 
Slide #11    the basic‐level Scan Report, as it appears in the Chrome browser 
Slide #12    the Advanced‐level Scan Report; notice 3 tabs for results 
Slide #13    the Advanced‐ level Scan Report, showing Microsoft updates needed 
Slide #14    example, updating Java from within Qualys’ results window 
Slide #15    Confirmation of the Java update. 
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The Qualys Browser Checker comes in two versions, both free of charge: 
 

1) An On-line real-time Scanner for Windows systems;   
Examines the Web Browser then in use, and its plug-ins. 
 

2) An installable plug-in for the Web Browser(s) on your Windows personal computer, 
Has three, selectable levels of examination: 
a) Web Browser currently in use, and its plug-ins (basic, default setting); 
b) All web Browsers installed, and their plug-ins  (intermediate setting), 

(even plug-ins that are disabled within the browser); 
Also verifies that Anti-virus, Firewall, and Windows Updates are enabled. 

c) Same as (b), plus looking for any missing Windows security updates. (advanced setting) 
(this usually requires several minutes to complete); 
Results of an advanced scan appear on three tabs.  (See screenshot #12 for this, 
(Browsers, System Checks, MS Updates)). 
Clicking each Browser’s Icon produces the list of its plug-ins. 
 

Utility of Qualys Browser Check:   (Reporting levels detailed on text pages 7 & 8) 
    For any item that is insecure or out of date, a “Fix It” button is provided; 
    “Fix It” button launches an update installer, or directs the user to the program’s website. 
     
System Requirements: Windows XP and newer versions, including Windows 8, or 
         Apple MacOS X 10.6.8 and later  (announced Sept. 30th) 
 

Where to get it: 
     http://browsercheck.qualys.com and click on “Quick Scan Now” or “Install Plugin.” 

http://browsercheck.qualys.com/


page 5 
 

Additional Notes about Qualys Browser Checker: 
 

1) Recommended to re‐scan after updates and fixes, to verify them. 
2) Six web browsers supported: Internet Explorer, Firefox, Chrome, Safari, Opera, Camino. 
3) It doesn’t start automatically; you start it by going to http://browsercheck.qualys.com. 
4) If you use only one browser, and you have Windows Updates set to be automatic, 

then the basic level of Q.B.C. is probably all you need. 
5) Be aware ‐ updaters or installers you download through the “Fix It” buttons may,  

by default, prepare to install additional bundled software; a checkbox is usually provided 
to opt in/out.  A frequent example is an offer to install the “Ask.com” search toolbar. 
 

 Alternatives to Qualys Browser Checker   (see reference #1 back on page 2) 
1)  Secunia PSI (covered in an August 2013 talk); covers about 3000 programs 
2)  Firefox’s own Plug In Checker – see more on page 6 

a) Automatically puts up a banner if it detects plug‐ins out of date (see Slide #1) 
b) Checker can be run manually any time, as shown in Screenshot Slide #5 
c) Doesn’t check other browsers of course 
d) Doesn’t seem to detect if Firefox itself needs an update! 
e) Surprisingly, reports “unknown status” on some quite common plug‐ins 

(Foxit PDF Reader, and Windows Presentation Foundation, for example) 
3)  Exploitshield Browser Edition 

a) Not an update checker 
b) Instead, shields the browser and browser add‐ons from exploit attacks 

4)  App Advisor 
a) Installs a browser extension that automatically rates apps for risk to privacy and security 
b) Seems to be more oriented toward mobile devices 
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A Side Trip to look at the Firefox Plugin Checker: 

1) Firefox’s monitoring of its Plugins is automatic. 
Notifies you by a yellow banner (see Slide #1) when something needs to be 
 updated manually. 
Click on the yellow banner to bring up the report list (Slide #2 ). 
Use the “Update” buttons where provided, to fix problems. 

2) Plugins can be checked manually at any time: 
a) First, I recommend checking if Firefox itself is up to date, by clicking on 
    “Help” in the Firefox menu bar at the top, then 
b) Click on “About Firefox” in the drop down menu that appears; 
     Firefox will either give status as Up to Date, or present a dialog box with a 
     button “Restart to Update” to update it   (see Slide #3 ) 

Then check that all Plugins are up to date: 
c) Click on “Tools” in the Firefox menu bar (see Slide #5 ) 
d) Click on “Add‐ons” in the dropdown menu that appears, then 
e) Click on “Plugins” over in the left hand list that appears. 
f)  Then click on a blue, underlined link above the plugins list that says 
    “Check to see if your plugins are up to date.”  (See slide #5 ). 
    A list of plugins and status will appear, with update buttons as needed, 
    as shown in Slide #2.   These are Plugins that are specific to Firefox. 
    (Your other browsers are not examined, and plugins found that are associated 
     with browsers other than Firefox will be reported as “Unknown”). 
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What do the Qualys BrowserCheck status levels mean? 

Each item in Qualys BrowserCheck results has a status assigned; 
Click on the status to expand details in your results to see specific version information.  

The following status levels may appear in your results: 

•  Up To Date (green) - Installed version is the latest; no updates available. 

•  OK (green) - the reported item has passed the recommended security settings. 

•  Update Available (orange) - installed version is not the latest. 
   Click on the status button to see details and a link to install an update. 

•  Insecure Version (red) -  should be updated immediately.  
   Use the Fix It button to go to the vendor's website to get the latest version 

•  Insecure (red) - the reported item has not met the recommended security settings criteria. 

•  Obsolete (red) - installed version is no longer supported by the vendor.  
   Use the Fix It button to go to the vendor's website to get the supported version. 

•  Support Retiring (orange) - the version of the installed operating system is 
   retiring soon. After the retiring date, the vendor will no longer provide support or 
   security updates for the retired version. Use the Fix It button to go to the  
   vendor's website to get a version of the operating system that is supported. 

•  Support Retired (red) - the installed operating system version is currently retired. 
   The vendor is no longer providing support or security updates.  
   Use the Fix It button to go to the vendor's website to get a supported version.
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What do the Qualys BrowserCheck status levels mean?  (continued) 
 
•  Warning/Potential Threat (orange) – the current browser does not provide enough 
   information to confirm the file version installed; 
   you should make sure you are running the latest version. 

•  Warning (orange) - needs to be reviewed and appropriate action should be taken. 

•  Pre-release (light blue) - the current items is a beta, alpha or a dev version. 

•  Unknown (gray) - the security status of the plug-in is unknown. 

•  Disabled (gray) - the plug-in is either disabled in the browser or not enabled/installed.  
   (This status is not available with 'All Browsers and Plugins' scan option.) 

 
More information about the three configurable levels (“Scan Type”) for the installed Qualys plugin: 
(This information is adapted from Neil Rubenking (reference #1))  

 The basic, current-browser-only scan is the default mode upon installation of the Qualys Browsercheck plugin.  
 Selecting “Intermediate” or “Advanced” scan type enhances this by checking all installed browsers plus Operating 
 System security settings.   Choose the “Scan Type” in a box in the upper right corner of the report page. 

 The Advanced scan, which can take several minutes, adds a check for missing Microsoft security updates. 
 Results of an Advanced scan appear on three tabs. 

 1) The first tab lists your installed browsers, with a green check if they're fully  secure or a red X otherwise. 
    Clicking each browser's icon brings up a list of that browser's plug-ins, with the built-in ability to update any 
    outdated items. 

 2) The System Checks tab lets you know whether your operating system is fully secured. It also reports on 
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    the readiness of your firewall and antivirus, drawing this information from the security center in Windows. 
    If the firewall or antivirus is outdated or  turned off, you'll get a warning. Note, though, that BrowserCheck 
    won't warn if antivirus protection is completely absent. 

 3) On the MS Updates tab, BrowserCheck reports whether your system has missed any significant updates. 
     If so, it advises installing them using Windows Update.  It should be noted however, that Browsercheck 
     will sometimes list Microsoft software updates that are optional, not a “required” security update. One can 
     read Microsoft’s description of the update to determine whether to install or skip these optional updates. 
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