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● Anti-Virus for Apple Mac Computers

● (Anti-Virus for Mobile Devices, Apple & Android
in an accompanying slide set. (posted 2/07/2017))



  

Should you have anti-virus installed on a Mac?
Yes!
● The increasing market share of Apple Macs among all 

computers means online criminals will be increasingly 
attracted to attacking Macs.

● Complacency among Mac owners about not needing anti-
virus adds to the appeal for hackers to try it.

● There continue to be malware programs that have a valid 
Apple certificate, in which case the protections built into Mac 
OS will not stop it.

● Phishing works equally well on any device with an 
integrated browser, regardless of whether this is Windows,
Mac, or other online device.  Anti-phishing protection is 
a feature of many of the Mac antivirus products.

● (Avast, Bitdefender, ESET, Kaspersky, Sophos, and Webroot 
have anti-phishing – ref. AV-comparatives Functions chart, below)



  

This year a well-supported recommendation for the best 
Antivirus Software for Apple MacIntosh Computers 
comes from a test report article by AV-Test.org.

https://www.av-test.org/en/news/news-single-view/strong-protection-for-macos-si
erra-12-packages-put-to-the-test/

In summary, there are four top-performing Antivirus 
Software products for Mac OS:

Sentinel One is the top recommendation by AV-Test: 
“The security protection for Mac detected all malware without 
exception, and required almost no additional system resources.” 

AVG Antivirus, Bitdefender Antivirus, and Sophos Home 
are solid runners-up, with Kaspersky and Norton next.

My recommendation is Sophos Home, for reasons on 
the next slide.

https://www.av-test.org/en/news/news-single-view/strong-protection-for-macos-sierra-12-packages-put-to-the-test/
https://www.av-test.org/en/news/news-single-view/strong-protection-for-macos-sierra-12-packages-put-to-the-test/


  

AVG Antivirus and Sophos Home are free to non-
commercial users.
If you prefer a free program, Sophos is the better choice 
because:
● Malware detection and efficient use of resources is as  

good as Sentinel and AVG;
● Equals AVG at detection of Windows malware (98%)
● Surpasses AVG in the inclusion of extra features -

● Anti-phishing and detection of malicious websites
● Parental controls
● Blocking of malware from removable media

The slides that follow show some of the comparative test 
results for these competing products.







  

This test shows the degree of protection provided against Windows 
malware being passed through a Mac OS computer to other 
connected devices – note the scores in the right-hand column:



  

In the previous slide, documenting detection of 
Windows malware on a Mac, Sentinel One was 
not tested, nor was Norton (Symantec). 

Therefore, if Windows malware hiding in your Mac
is a concern, then consider installing 
Bitdefender or Sophos instead- next best of the 
runner up programs.



  

This is a chart of the operating features of the various Anti-
virus programs for Mac OS – unfortunately the resolution
is too poor to be readable, placed in one of these slides – 
display it from the website:
https://www.av-comparatives.org/wp-
content/uploads/2016/07/avc_mac_2016_en.pdf
After the .pdf report has downloaded to your display, 
go to the next to the last page (page 57) for “Product Functions”



  

Use the “zoom” feature in your browser to be able 
to read the entries in this Product Functions chart.
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